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The most enduring idea from George Orwell’s 1984 is that even as we design and produce 

language, we are shaped in turn by the language we use—words are crucial in explaining 

complex ideas and in the process of meaning-making. The dynamic and fast-evolving world of 

technology, innovation, politics, and security sees the equally frenetic adoption of catchphrases. 

‘Cyber sovereignty,’ ‘geotech,’ ‘ethics washing’ and more are fast becoming common lexicons, 

deployed differentially and differently. Sometimes used with care and thought, and on most 

occasions with an incomplete understanding of the distinct contexts that shape their use.

‘New normal’ was one such phrase that captured a collective experience, marking an apparent 

inflection point in our relationship with technology. Yet the term masks the fact that the world we 

are entering carries many of the same fissures, fractures and fallibilities of the past decade. Or is 

the encoding of the cleavages of the past in our digital future the ‘new normal’?

   Conflicts in a Connected World

The past year has brought several complex questions to the fore: Should platforms be able to 

take decisions that challenge sovereign laws or reinterpret them? Is there a fundamental tension 

between the global reach of digital giants and the fact that they are primarily shaped by the 

mores and cultures of small, isolated communities, and subject to the laws, political processes 

and ethics of the country they are headquartered in? And are global digital norms and values 

achievable or even desirable?

Our contributors analyse the ongoing ‘battles’ between the old giant, the many-limbed Leviathan 

(the State) and the new five-headed giant comprising of technology corporations that shape 

how we consume, interact and generate value online. The narratives around a ‘third way’ and 

propagation of the concept of ‘cyber sovereignty’ point to a new anxiety that grips nations and 

communities globally. These drivers are compelling them to autonomously forge a path in the 

Fourth Industrial Revolution amid tensions between the world’s two largest economies, the US 

and China, and to escape the virtual monopoly of a handful of tech giants. 

Governments on their part are ‘byting’ back. Nikhila Natarajan’s essay chronicles the falling out 

between Capitol Hill and Silicon Valley, one of the few unifying clarion calls that cuts across 

political lines in the US. Nisha Holla, meanwhile, advocates for countries like India carving their 

own space in the technology revolution, championing national alternatives to foreign tech giants. 

On this note, our digital debates pivot to rules of the road. Principles for digital and emerging 

technologies are gradually gaining traction across multilateral and multistakeholder forums, yet 

there remains considerable ground to be covered to transform these disparate statements into 

unifying courses of action for state and non-state actors alike. The path ahead is not an easy one. 

While international norms are built upon consensus, the winds of geopolitics have paralysed 

decision-making at international forums and institutions. 

Daniel Porras describes such a state of affairs in space security, with processes at the UN 

Conference on Disarmament and the UN General Assembly failing to achieve any kind of middle 

ground. Even as space security talks stall, Victoria Samson adds to the milieu of strategic threats 

arising from the intersection between space and nuclear. Philip Reiner dives into the history 
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and current rise in ransomware attacks, emphasising that networked threats require networked 

solutions, and no one organisation can take on ransomware alone. Nivedita Raju stresses on the 

urgent need for international governance tools to manage the race to the moon. Smriti Parsheera, 

using the example of AI norms, describes how, in the absence of achievable consensus, global 

norms conversations are happening through a variety of non-binding coalitions of the likeminded 

and soft partnerships. Parsheera asks, however, if these “like-minded” coalitions will become 

counterproductive, leading to the creation of fragmented frameworks. Arindrajit Basu delves 

further, in a way questioning the apparent binary between democracies and non-democracies, 

using the example of foreign intelligence operations to ask whether extraterritorial surveillance 

by democracies like the US is congruent with the democratic norms they purport to promote. 

Similarly in cyberspace, our authors fall along a spectrum when it comes to the conflict between 

the different ideologies and groups of actors. While Abagail Lawson sees value in cyber norms 

as tools for managing conflict, James Lewis says that it is high time that norms be translated into 

repercussions for bad actors. “Reducing the level of conflict,” he says, “requires not only norms 

but consequences for the failure to observe them.”  

As always, in the great battle of norms, narratives, and behemoths of our digital age, the fact is 

that it is the everyday lives of communities and individuals that are becoming indelibly linked 

to technology tools. In the macro world of bits, bytes and algorithms, our contributors caution 

against losing sight of the human lives at their centre, each with distinct identities, aspirations 

and needs. As Paul Cadario asks, “Unlike a physical universe operating according to the laws of 

science, what social and ethical principles would underpin a new, technology-enabled ecosystem 

to make it sustainable, inclusive, and fair, and keep it that way?”

Even after nearly two years of the COVID-19 pandemic, these interweaving issues remain 

unresolved. Abhinav Verma’s piece on bias in AI in healthcare highlights how the false binaries of 

gender are force-fit into a binary world of 0’s and 1’s, leaving individuals with gender identities 

that fall along the spectrum in the lurch. Samuel Naufeld and Sridhar Ganapathy believe that 

one solution to better technology-led processes is the creation of an open data ecosystem, but 

who should lead and fund the creation of this ecosystem? Should it be the State? Should it be a 

private company, or perhaps a separate ‘neutral’ entity? If access to these datasets is still price-

gated, is it truly ‘open’ and in the best interest of users?

This year’s Digital Debates delve into our uneven path toward several possible tech futures, many 

of which are marked by inequities along the lines of access, capacity, agenda-setting power, 

and capital. And while the precise contours of our morrows will always remain unknowable, the 

essays in this journal and the discussions they feed into at CyFy attempt to critically examine and 

debate issues at the intersection of technology, security and society, and on occasions bravely 

offer a suggested approach to adopt. 

Trisha Ray and Dr. Rajeswari Pillai Rajagopalan
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Greater Harm Is Not Inevitable: How Greater Harm Is Not Inevitable: How 
Global Collaboration Can Reduce Global Collaboration Can Reduce 
Ransomware ThreatRansomware Threat
Philip James Reiner

Ransomware has rapidly grown in scale and scope. For years, it was a style of cyberattack that 

was primarily a small-scale economic and criminal threat—even just a nuisance. Ransomware 

is now much more than just a malicious form of software: it is a thriving criminal industry that 

poses significant national security, and public health and safety risks. The damage it can inflict 

to a business is catastrophic, akin to a natural disaster. Multiple factors have combined in recent 

years to make ransomware the incredibly powerful and impactful form of cybercrime it is today. 

These include international criminal safe havens, powerful distributed computing capabilities, 

democratised access to malicious tools, the evolving cryptocurrency ecosystem, and an ever-

increasing digital attack surface. As these and other facilitating factors have converged, the 

solutions needed to address the core challenges have become even more elusive. We are yet 

again faced with the hard fact that while disruptive technologies have immense benefits for 

broader society, they also come with unintended consequences. As increasingly networked 

societies grapple with the ransomware scourge, the criminals behind these attacks also continue 

to expand their target lists—a threat that will only continue to expand its scope and number of 

victims around the world. 

The factors that have driven the explosion in ransomware attacks have something in common—

they are international in nature, not just in terms of the geographic focus of the attacks but also 

the solutions needed to address them. Historically, any one of these challenges has been almost 

insurmountable on its own. Take for example the reality of safe havens for cyber criminals. These 

actors (and their cartels) operate with near impunity because a host country is actively protecting 

them, lacks the resources and capabilities to stop them, or does not prioritise the issue. Finding 

effective means for combating the criminal’s ability to operate with such freedom has long 

vexed collaborative international law enforcement efforts (despite some instances of success). 

The world has come to realise that without greater levels of international collaboration and the 

establishment of norms and their enforcement, the ransomware challenge will only continue to 

worsen. It is incredibly difficult to defeat these threats, as they pose unsolved challenges that sit 

between existing law enforcement regimes and expose the gaps in the limited norms that have 

been established. International efforts to establish state norms of behaviour will perhaps help 

inform these initiatives, but the success of these counter-ransomware efforts may well inform 

ongoing attempts to establish those norms—a mutually reinforcing set of opportunities. 

No single organisation or nation can solve the ransomware challenge alone—this is but the latest 

form of digital extortion that has risen to prominence. The fundamental causes underlying the 

scourge of ransomware—to include broad underinvestment in basic cybersecurity and hygiene by 

both industry and government—have long languished without enough attention. But the dynamic 

is shifting now that such attacks pose a significant threat to critical infrastructure, economic stability 

and human life; some international collaborative efforts are underway in response. The gravity 

of this challenge, and the difficulty in making progress against the various elements that make it 
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so virulent, is what drove the Institute for Security and Technology to establish the international 

Ransomware Task Force (RTF), a grouping of public and private actors, in January 20211. Arguably, 

the RTF could have been broader in its focus, and its US-centric recommendations reflect the 

fact that many of the organisations involved were from that country. The effort, however, set a 

baseline comprehensive strategy that lays out clear steps that can be taken across nations. This 

paper will build off that collaborative work to point to where international efforts can make a 

real difference in reducing the severity of the risks posed by ransomware. This paper provides a 

brief history of the ransomware threat, discusses the root causes behind the explosion of these 

attacks in the past couple years, and then—in large part based on the IST RTF report—expands 

on where international, collaborative efforts can potentially make a difference going forward.

   A Brief History of Ransomware

Ransomware is a sub-category of malware, a class of software designed to cause harm to a 

computer or computer network, used by cybercriminals to render data or systems inaccessible 

for the purposes of extortion. The US Department of Homeland Security’s Critical Infrastructure 

Security Agency defines ransomware as “an ever-evolving form of malware designed to encrypt 

files on a device, rendering any files and the systems that rely on them unusable. Malicious 

actors then demand ransom in exchange for decryption. Ransomware actors often target and 

threaten to sell or leak exfiltrated data or authentication information if the ransom is not paid2.” 

The original ransomware attack is said to have involved sending around floppy disks that would 

download malicious payloads to seize a system—the “PC Cyborg Virus”—providing a physical 

mailing address to send your payment to obtain the key and unlock your encrypted systems3. 

Today, ransomware proliferates in diverse ways, including through the exploitation of 

vulnerabilities and social engineering tactics such as “phishing” emails that deceive employees 

within an organisation to open attachments that launch the malware that then infects their 

networks. Once they have penetrated a system, criminals move laterally across networks and 

encrypt and/or exfiltrate an organisation’s data. Ransomware victims are typically prompted 

with a “ransom note” that informs them that their systems and data have been encrypted, with 

instructions on how to restore their systems by paying the ransom via cryptocurrency.

Ransomware is a flourishing criminal industry that risks the personal and financial security of 

individuals, and threatens national security and human life. Victims range from the elderly, small 

businesses, schools and local municipalities to large governments, hospitals and enterprise 

companies; nearly every type of institution is regularly targeted, disrupted and held hostage. The 

problem has intensified in recent years. In 2020, nearly 2,400 governments, healthcare facilities, 

and schools were victims of ransomware in the US alone4. Multiple organisations have assessed 

the costs of ransomware, and while their exact figures vary, all consistently show a steady increase 

in the number of attacks—and damaging economic impact. The increased anti-ransomware 

focus of industry and governments in the past few months may have had a momentary impact 

on these escalating trends, but overall, the threat continues to expand practically unabated5. 

Most importantly, these trends continue to expand around the globe. 

 

“…while ransomware is a truly global threat, the data indicates that Asia was perhaps the most 

commonly targeted region. With six nations in the top 10 (Including transcontinental Turkey), 
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Asia accounted for more than a third (35.70%) of all ransomware submissions in 2020. India had 

the most ransomware submissions in each quarter this year and was responsible for 14.40% of all 

submissions in 20206.”

Ransomware capabilities have evolved significantly since those early days of floppy disks and 

snail mail payments, gaining in the sophistication used to encrypt systems, distribute the 

malicious payload, take advantage of more powerful distributed botnets, and ease of entry via 

commoditised “ransomware as a service” 7 (RaaS) networks of criminal operators. Perhaps most 

importantly, the threat has been dramatically fuelled by the increasing ability to collect payments 

via ubiquitous and anonymous digital payments systems. Unsatisfied with simply freezing up 

systems for ransom payment, criminals now commonly engage in additional forms of extortion, 

to include the threat of data-leakage or “double extortion”, first seen by Maze in 2019 where 

they would find and steal sensitive corporate and customer information in addition to encrypting 

data on systems8. Using ever more powerful tools, criminals will continue to refine their extortion 

tactics. As part of their overall efforts, criminal actors are increasingly able to farm out elements 

of the “kill chain”, to include the collection, research, and analysis of business intelligence to 

determine the scope of their ransom demands using the “contractors” available through the 

RaaS model 9. 

These techniques are incredibly difficult to address at scale as these criminal groups are aware of how 

response capabilities work and are shooting the gaps between government agencies and public/

private collaborative capabilities. This is further compounded by the reality that many of these 

criminal actors operate outside the reach of traditional international law enforcement mechanisms. 

Many ransomware criminals can operate with practical impunity as their countries’ governments 

are unwilling or unable to prosecute this form of crime. In other cases, the organisations executing 

ransomware attacks may be state-sponsored10, and may be helping nations evade economic 

sanctions11. For example, in an April 2021 announcement of new sanctions against Russia, the US 

Department of Treasury made a direct connection between Russia’s Federal Security Service (FSB) 

and ransomware hackers, noting that “to bolster its malicious cyber operations, the FSB cultivates 

and co-opts criminal hackers, including the previously designated Evil Corp, enabling them to 

engage in disruptive ransomware attacks and phishing campaigns12.” Again, these attacks target 

all domains—healthcare, critical infrastructure, education, municipalities, and businesses large 

and small. The impact of cyber intrusions to human lives has never been more dire.

   International Collaborative Efforts Currently Underway

It is important to note there is an increasing international collaborative focus on the ransomware 

problem. In June 2020, G7 leaders demanded greater accountability and action from Russia 

in the collective fight against ransomware13. Additionally, in October 2020, the G7 finance 

ministers issued a joint statement calling upon nations to implement the Financial Action Task 

Force standards to reduce ransomware and other cybercrime14. At the same time, the World 

Economic Forum has brought together its powerful Partnership Against Cybercrime grouping 

to work on the ransomware challenge and drive actionable solutions15.  Finally, in June 2021, 

the US-EU Ministerial Meeting on Justice and Home Affairs included the launch of a US-EU joint 

working group on prevention and enhanced law enforcement cooperation to address the rise of 

ransomware attacks in both regions16. Again, too much of this remains focused on the US and the 
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EU. As the ransomware criminal continues to expand their geographic areas of focus, the threat 

will evolve past these areas of responsibility. 

Nations that may not currently be facing significant threats from ransomware gangs must 

consider—while they still can—steps to prepare and raise the bar that these criminals are forced 

to overcome. Nations and businesses around the world continue to underinvest in basic cyber 

hygiene and the tools that will protect them against ransomware and other potent cybersecurity 

threats17. Long-standing efforts to address cybercrime more broadly, and the ransomware 

specifically, include No More Ransom18, the Europol-led Joint Cybercrime Action Taskforce19, 

and related successful international takedown attempts as was seen against the Emotet botnet 

in 2020-21. Emotet is a botnet known to support the distribution of the Ryuk ransomware, and 

the takedown effort involved a worldwide coalition of law enforcement agencies across the 

US, Canada, the UK, the Netherlands, Germany, France, Lithuania, and Ukraine. Together they 

disrupted and took over Emotet’s infrastructure located in more than 90 countries20. 

   Opportunities for Expanded International 
Collaboration

Much more can be done at the global collaborative level via the diplomatic, economic/

financial, operational, law enforcement, technical, and educational lines of effort to slow the 

pace of ransomware threats and reduce the monetary incentive to engage in these attacks. 

Any collaborative, multistakeholder approach to countering cybercrime, including ransomware, 

must be nimble and be able to function at scale. Much of the substance of the following 

recommendations comes from the IST Ransomware Task Force, and must be executed in tandem 

and not as standalone. These efforts will require close coordination between governments on 

the multinational stage and departments and agencies within a country, and close collaboration 

between industry, governments, and civil society on the local, national, and international levels. 

These recommendations should be understood to be top-line concepts that will need to be 

fleshed out in terms of who must take ownership and responsibility for initiation and follow-

through at each level:

Diplomatic: Coordinated, international diplomatic efforts must proactively prioritise ransomware 

through comprehensive, resourced strategies, including using a carrot-and-stick approach to 

direct nation-states away from providing safe-havens to ransomware criminals. National-level 

leaders must put this on the agenda, at every opportunity, and speak to solutions and the 

consequences for inaction. Those discussions must be accompanied by action.“Ransomware as 

a Service”: there are different “partners” that are responsible for different functions/phases in the 

process. As an example, one will build the encryptors, and another the victim shaming websites. 

Another will engage in the initial network attack, while others are responsible for moving laterally 

within a compromised network, stealing data, and deploying the ransomware payload. The 

extortion payments are divided up among these actors.

Economic/financial: A lack of action taken to reduce ransomware actor behaviour within a given 

nation’s borders should have consequences, such as economic and trade sanctions; constraint 

on “safe-haven” country activity in international financial markets; using evidence of complicity 

to “name and shame” those actors and their abettors in public forums and disrupt their freedom 
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of activity; withholding of military or foreign assistance aid; or denying visas to citizens who seek 

to travel to other nations. This will not be effective without international agreement that these 

steps are necessary and effective. Additionally, international financial collaboration is overdue to 

address gaps in the evolving cryptocurrency ecosystem. The cryptocurrency sector that enables 

ransomware crime21 needs to be more closely regulated, which will only succeed if approached 

collaboratively around the globe. Governments must require cryptocurrency exchanges, crypto 

kiosks, and over the counter trading “desks” to comply with existing regulations, including ‘know 

your customer’, ‘anti-money laundering’, and ‘combatting financing of terrorism’ laws. Finally, 

governments and international institutions should consider establishing cyber response and 

recovery funds to support ransomware response and other cybersecurity capacity.

Operational disruption: The notion of deterrence is often belittled in the cybersecurity 

domain. When considered relative to the threats posed by ransomware, however, the criminals 

involved must be deterred through a combination of imposed costs—including the need to 

disrupt their ability to deploy and maintain their technical infrastructure and payment distribution 

systems. As these criminals take advantage of “jurisdictional arbitrage”—playing different law 

enforcement regimes off one another and shooting the bureaucratic gaps to get away with 

their crimes—international collaborative actions driven through concerted, resourced, sustained 

operational disruption campaigns targeting chokepoints, affiliate networks, intermediaries, and 

the ransomware actors themselves must be more effectively shored up and executed. More 

traditional enforcement mechanisms such as those employed in the Emotet takedown are but a 

critical piece of global cybersecurity. Efforts against the ransomware threat must also focus on the 

more immediate “takedown” or disruption of infrastructure, which more strategically aligns with 

the needs and priorities of many victims and is a significant public interest.

Law enforcement: Internationally coordinated law enforcement efforts have seen some 

success against ransomware actors, such as in the takedown of Emotet. These can, however, be 

dramatically expanded, enhanced, resourced, and empowered, particularly with an eye towards 

the future when ransomware is highly likely to not have the preponderance of its victims in the 

US and the EU. 

Broader access to applicable resources: The reality remains that cybercrime flourishes 

due to historical underinvestment in cyber hygiene. A prominent element of focus in of the 

RTF was the need for access to resources. Expanded access through awareness campaigns that 

highlight basic tools that are readily available—and often free—to help prevent a ransomware 

attack or limit the scope of damage in the event of an attack could greatly contribute to baseline 

cyber hygiene steps that would make it more costly for these ransomware actors to engage 

in these crimes. International efforts, likely through non-profit organisations, to identify and 

distribute these tools could create a new focus area for global collaborative action against 

cybercrime. An internationally coordinated effort should develop a clear, accessible, and broadly 

adopted framework to help organisations prepare for, and respond to, ransomware attacks. In 

some under-resourced and more critical sectors, incentives (such as fine relief and funding) or 

regulation may be required to drive adoption.

Expanded education: As part of efforts to make it harder for criminals to break into systems, 

education for preparation and response to ransomware activities should be expanded. The 

importance of this for collaborative international efforts cannot be overstated. While one of the 
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simplest and likely cheapest means for combating the ransomware threat, it is often overlooked 

in broader strategies to stem the tide. With an appropriate level of emphasis, and resources, 

basic education on how to prevent and protect against ransomware attacks—particularly in 

nations that are not yet hard hit—will go a long way to raising the bar and increasing the costs 

for ransomware attackers. 

   Conclusion 

The actions detailed in the RTF report need to be enacted together and must be coordinated 

at both a national and international level. If the proposed framework is fully implemented, the 

international community could see a decrease in the volume of these attacks within a year. With 

every recommendation, the RTF members worked through the practical implications, and in 

most cases presented immediately actionable ideas. Ransomware has become too large of a 

threat for any one entity to address, and the scale and magnitude of this challenge urgently 

demands coordinated global action—no one can do this on their own. 

The ransomware challenge straddles the national security and technology communities. The 

ability to translate between both public and private entities across domains through deep, trusted 

interactions is needed for creative solutions and the ability to work directly with both federal 

leaders and industry partners on the implementation of necessary actions. Neutral parties, such 

as non-profit organisations, are uniquely positioned to facilitate communication and cooperation 

between the government and the private sector in our common interest to collectively defend 

against ransomware attacks. 

No single organisation can take on ransomware alone. Neither can any one nation. It is an 

international problem that requires international solutions to prevent greater harm. 
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Gender as a 0-1 Binary: Future of Gender as a 0-1 Binary: Future of 
Gender and Sexual Identity in India’s Gender and Sexual Identity in India’s 
Digital Health JourneyDigital Health Journey
Abhinav Verma

The COVID-19 pandemic has caused a paradigm shift in healthcare delivery, integrating 

and relying heavily on digital tools to patch over gaps in the overburdened physical health 

infrastructure. However, the digital transformation of India’s healthcare had commenced in 2015 

with the ‘Digital India’ campaign and revitalised through the National Digital Health Mission 

(NDHM) in 2020. This policy push has propelled the Indian health-tech industry—the country 

had approximately 4,892 startups as of 2020, and artificial intelligence (AI) in the health space is 

predicted to grow to about US$6 million by 20211. 

Digital health initiatives could potentially improve couple communication by taking health 

discussions outside the realms traditionally held by women-only clinical settings, and also 

enhance women’s decision-making, social status and access to health resources, by establishing 

new modalities of accessing health information and advice outside of spousal or familial control2. 

During the pandemic, sexual and reproductive health services have been delivered online, at 

times surpassing issues of equity, access and affordability, especially in certain remote settings3. 

Improved and cost-efficient health service delivery hinges on the creation of longitudinal patient 

records through a unique identifier, a digitised service delivery mechanism (such as through tele-

medicine), central data repositories for further processing and population health analyses, and 

digital health tools that rely on AI systems to enhance human capabilities in service delivery. 

Nevertheless, much remains to be done to ensure that existing biases in the health system, 

especially those related to gender, are not mirrored and amplified in digital systems. 

The algorithmisation of healthcare and health service delivery is a double-edged sword—

neglecting sex and gender differences in health data and AI development within health tools will 

lead to suboptimal care for certain groups and active discrimination, unless certain foundational 

reforms are instituted at the outset. This is more pronounced for individuals that do not fall 

within the arbitrary binary construct of biological sex. Evidence shows that individuals who do 

not match the common criterion for assignment to either sex are among the most marginalised 

and underserved populations in global health systems4. This is especially true in India where 

social and structural barriers to health programmes exist and awareness about healthcare rights 

is lacking5. 

   Gender as the Input

As digital records in health systems become ubiquitous, the delivery of health services to an 

individual at the point of treatment becomes intrinsically linked to the data stored therein. 

Furthermore, these records, especially electronic health records (EHRs), have created large 

repositories of data suitable for population level analysis and further advanced data analytics6. 

AI can now examine, develop, and predict based on this information. This type of electronic 

phenotyping seeks to discover patient characteristics beyond the input data present in EHRs 
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using large statistical analysis, for example to sniff out undiagnosed diabetes7 or even the risk of 

mental illness and suicid8. Biological sex is one of the many input variables that determine these 

predictions.

Globally, there is increasing evidence indicating that comprehensively capturing gender 

and sexual orientation identity data can lead to a better provision of care, reduced harm of 

misdiagnosis, and early and adequate provision of lifesaving care. It can also present pivotal 

analytical details at a regional or national level for identifying and reducing disparities. In 2013, 

the UC Davis Health became the first US academic health centre to incorporate this demographic 

into an EHR, and found that it propelled culturally competent care for LGBTQIA+ populations9. It 

also allowed doctors to take decisions to enable the better provision of preventive care among 

these populations, including more frequent pap smears for lesbian patients with a higher risk 

for cervical cancer or the early administration of vaccinations against the papilloma virus among 

young LGBTQIA+ patients10.

Misgendering in Electronic Health Records

Traditionally, EHR systems across the world have over-relied on biological sex as the primary and 

binary attribute to understand gender identity, usually due to a lack of comprehension of the 

differences between sex and gender. Most EHR systems use either sex or gender as the field to 

determine what is basically just the biological sex. In India, the 2016 EHR Standards place reliance 

on the 2011 Data and Metadata Standards (MDDS) for the purpose of demographic detailing11. 

MDDS does not feature a field for “sex” but only “gender”, even though the options available—

male, female, other—seem to be derived from a biological essentialist understanding of gender. 

Since MDDS are commonly used across all domain applications for semantic interoperability 

among e-governance applications, one can assume that the gender-sex confusion permeates 

across many other digital public goods in the country. 

This lack of delineation between sex and gender in EHRs further perpetuates the inequities 

experienced by the transgender and gender diverse (TGD) populations. EHRs do not account 

for collection of structured sexual orientation data, making individuals who are excluded due to 

the gender binary invisible to their health service providers. This impedes provision of important 

healthcare services for LGBTQIA+ individuals, such as appropriate preventive screenings, 

assessments of risk for sexually transmitted infections and HIV, and effective intervention for 

behavioral health concerns that may be related to experiences of anti-LGBT stigma12. More 

importantly, anatomical inventory and gender identity integrations into EHR could enable 

gender-affirming care for TGD patients13. 

In a traditional EHR system, misgendering may mean missing out on the prostate cancer risks 

that transwomen and non-binary individuals carry because they may be listed as female without 

an EHR capturing their comprehensive anatomical inventory. Besides this, giving doctors 

better visibility over the identity and preferences of their patients can help them create a more 

welcoming and affirming environment for the provision of care, for instance by using appropriate 

pronouns and setting-up sessions with counsellors if necessary. A comprehensive and inclusive 

EHR can enable retrospective studies to detect disparities in services to LGBTQIA+ patients, 

thereby making appropriate policies for redressal14. In the absence of a patient-level data source 

to this effect, evidence that can potentially affect positive change simply does not exist. 
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Bias Amplification in Other Input Datasets 

Latest developments in state policy indicate a commitment to ensuring data availability for 

public and private research and the development of digital health tools, primarily focused on 

stratifications, classifications and predictions. The 2020 National Health Data Management Policy 

under the NDHM has also brought to light the possibility of enabling access to anonymised 

and de-identified personal health data (whether contained in EHR or otherwise) to companies 

and other entities for the purposes of health and clinical research, archiving, statistical analysis, 

policy formulation, and the development and promotion of diagnostic solutions. In July 2021, 

Department of Biotechnology released the Biotech-PRIDE (Promotion of Research and Innovation 

through Data Exchange) guidelines to enable the sharing and exchange of high-throughput, 

high-volume biological data generated by research groups across the country. 

Outside of misgendering, there are other implicit biases in health datasets that can be further 

amplified across the value chain, including the collection of biased data during first encounters 

with the health system and researchers, the integration of these biases into algorithmic 

development, and finally reflecting in the outputs of the analytical process (usually a result of 

a black box that makes reverse tracking of the decision-making matrix a near impossibility)15. 

Many clinical studies or trial datasets across the world have had a systemic neglect of sex-specific 

biological differences and almost no representation from TGD populations16. Thus, bias is not 

created by the machine, but only more pronounced by automation. For instance, epidemiological 

research shows a greater prevalence of depression among women, perhaps since clinical scales 

of depression study symptoms that occur more frequently among women17. 

Digitisation has quickly enabled novel forms of data to be informative of patient health, even 

sometimes substituting the traditional process of physical interrogation of a patient’s body. 

Internet of Things-enabled products and services (such as fitness trackers, social media footprints 

and retail purchases) now have computational value as Big Data towards both population and 

individual health analyses. These are called digital biomarkers, many of which are currently 

being presented before regulators like the US Food and Drug Administration (FDA) with clinical 

validation studies for use in risk detection, diagnosis and monitoring of maladies18. The same 

issues of underrepresentation with clinical trials for drug discovery are also present in trials to 

show efficacy of digital biomarkers for specific use-cases. They also show insufficient demographic 

information on sex and gender identities19. For example, research shows that digital biomarkers 

obtained from patients’ personal smartphones could be a meaningful modality to capture real-

time, in vivo, longitudinal behaviours and self-assessments on mental health20. But in countries 

like India, where women are reported to be 28 percent less likely to own a mobile phone and 

56 percent less likely to use mobile internet as compared to men21, such a model will inevitably 

be based on uneven samples, thereby promoting misrepresentation and automation risks to its 

consumers, unless proper safeguards in the regulatory approval pathways are instituted. 

   Gender as the Output

There is a global wave of AI-based applications with a primary purpose to identify or recognise 

gender. Big Tech companies like Microsoft, Amazon and IBM were at some point investing in 

computer vision technologies to recognise binary labels of biological sex22, even though the 
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technologies are clubbed under “automated gender recognition” (AGR) that can go beyond 

computer vision to include speech or facial recognition and even social media scrubbing for 

classifying the biological sex. There could be multiple different use-cases for such technologies. 

Companies like Amazon might want to classify shoppers according to gender to make future 

inventory decisions. However, there is a legitimate concern that these technologies might fall 

victim to real-world applications that enable more active discrimination23. 

The issue with these technologies is that algorithms have no role to play in taking decisions about 

another’s gender identity, purely because gender identity is determined by the autonomy of the 

individual. Bringing biological essentialism into the realm of technology only overturns decades 

of progress made in accepting self-identity as the core of gender recognition. Because AI is 

trained on data that is put together with majority cis-binaries and labelled by third parties making 

decisions about classification (essentially inferring gender on a picture without confirming with 

the individual in the picture), it is natural that such algorithms will churn out binary outputs. 

Research on AGR shows that these fears are not unfounded. A content analysis on 58 leading 

AGR publications shows that 94.8 percent of the time, papers treated gender as binary; 72.4 

percent of the time, they operated on an implicit assumption of gender being immutable; and 

in nearly 60 percent of instances, used physiological characteristics to classify gender24. Reports 

suggest that some trans Uber drivers in the US had their accounts suspended and lost their jobs 

due to the use of a facial recognition-based security feature that was ill-trained at identifying the 

faces of individuals who were transitioning25. If such technologies are used in the public sphere, 

particularly for services or spaces that are inherently gendered like bathrooms, it can lead to 

machine-induced inaccessibility for TGD populations. 

The integration of these technologies into health settings could have severe ramifications for TGD 

populations when viewed in their biological or sociological binaries without accounting for their 

unique medical and anatomical history, ranging from denial of service altogether (for instance, 

transwomen who may not have transitioned are refused prostate check-ups), incorrect prognosis 

(for instance, transmen not being referred to cardiovascular emergencies swiftly enough even 

though it is known that the risk is higher among men), and even wrongful procedures (such as 

a pap smear test on a transman who does not retain a cervix after gender-affirming surgery). 

Automation simply cannot account for the complexities of medical care across the gender 

spectrum. AGR is also being experimented with across the world in public health, for example 

with the usage of voice patterns to detect vocal fold cysts26. What further complicates this issue 

is the lack of enthusiasm among researchers to make special and affirmative actions towards 

including the gender spectrum27. 

Any widespread application of AGR, either through private innovators or within the public system, 

will inevitably lead to collapsing the self-identification principle of gender identity and police 

gender expression. It is clear why medical professionals and innovators see immense promise 

in these technologies. Since most existing medical training and processes are designed only for 

situations where someone’s gender consistently matches their anatomy and resulting medical 

needs28, AGR only helps create more certainty and standardisation for healthcare providers. 

But it cannot be overstated that such applications will also consequently amplify accessibility 

issues that have always existed within health systems for TGD populations29, and as most 

research studies claim, the small size of the population that faces gender dysphoria might be too 

insignificant to consider in the face of blind technology solutionism. 
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   Mitigating Bias in Digital Health 

  In an ideal scenario, design and human-computer interface considerations should be accounted 

for before the product goes live. As India matures across its digital health journey, it is important 

to identify low-hanging fruits (or saving graces) to safeguard the most critical interests of the 

TGD communities and citizenry at large against biases that might creep in, especially focusing 

on those measures that have multiplier impacts across the algorithmic value chain. There are 

many pivotal sociological interventions that are missing in the health system and that can make it 

more gender-friendly than the pure technology-based corrections proposed below. Technology 

solutionism is not the most critical redressal; in fact, it is far from it. However, this paper’s focus is 

limited to viewing the issue from data, technology and the larger ‘infrastructuring’ lens, and the 

recommendations are made within its ambit. 

Immediate reform for EHRs as a product and process

As greater exploitation takes place on EHR, it is essential that what is set to be one the most 

important base training datasets for algorithmic development captures details in a manner that 

makes it work for all, regardless of gender or sexual identity. In the absence of this, AI/machine 

learning developed using EHR data will remain biased30. At the very least, these actions should 

be considered:

• Creating provisions for allowing patients to voluntarily disclose gender and sexual identity 

data within EHR design is pivotal. It is important that this information is captured within the 

demographic section of the record that is more easily and promptly reviewed as opposed to 

a note added elsewhere that might be missed when switching providers31. Creating separate 

and precise categories to capture these identities (separately for biological sex and gender 

identity) as proposed by the 2013 recommendations of the World Professional Association 

for Transgender Health32 is essential. 

• Creating precise definitions and terminologies for different categories of gender and sexual 

identities and socialising their understanding within the human elements of the system is 

also important. Such glossaries already exist, but it is important for these to get coded with a 

shared and common understanding across the system to not create further confusion. In the 

US, the lack of standardised coding schemes for these categories made it near impossible to 

exchange this information across EHRs33. 

• Expanding EHRs to include specific forms for making anatomical inventories, at least for 

patients identified as non-binary in the demographic questioning, could help capture organ 

diversity and develop appropriate tools and population health systems that consider each 

patient’s gender identity, sex assigned at birth, and anatomy34. This can more accurately drive 

any individualised auto-population of history and physical exam templates, and decision 

support systems built using these inventories as the base can lead to more appropriate 

treatment plans.  

Of course, at the outset, these systems need to be designed in a human-centred manner to not 

impinge on privacy or security-based concerns of these individuals who have a legitimate interest 

in keeping their identities undisclosed to avoid harassment and harm. The EHR is merely a digital 
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artefact that exists within the larger power and social relationships that also exist in a physician’s 

office, so efforts at sensitivity training and correct impartial training of medical professionals is 

imperative. It is key that every individual has an opportunity to share information about their 

sexual orientation and gender identity in a welcoming environment that will facilitate important 

conversations with clinicians who are able to be helpful. 

Ensure data representativeness

It is widely accepted that ensuring representative training data can mitigate the risk of biased 

outputs. For gender and sexual minorities, it might mean undertaking affirmative action to 

integrate self-identification as a critical step before bundling a dataset as complete. Annotation 

or labelling processes rely on a subjective judgement by labelers and this process of inference 

could be biased or easily mistaken. This is especially true for computer vision applications 

requiring gender classifications/labels, where the inclusion of self-identification as a part of the 

informed consent process could mitigate subjective biases35. 

On the part of researchers, the responsibility to prioritise these minorities for physical examinations 

or collection of specimens for specific studies requires mention. While traditionally large cohort 

studies are believed to mitigate risk of selection bias and to more accurately depict public health 

trends in the real world, it is increasingly known that even large sample studies can be skewed, 

resulting in limited data representativeness36. This is where efforts by public institutions can prove 

beneficial, such as the All of Us Research Program by the US National Institute of Health, which 

targets creating repositories of biospecimens that consist of majority participation from groups 

that have been historically underrepresented in biomedical research37. 

Leveraging regulation as a tool

There is no substitute for positive state action to protect vulnerable citizens against discrimination 

of any kind, whether caused by human or digital service providers. This includes a stringent 

requirement for gender/sex representativeness in the regulatory pathway for approvals or 

certification for medical devices, especially in the design, clinical trial, and clinical validation 

stages38. For India, which is still in the early stages of defining the regulatory pathway for software 

as a medical device, these considerations are paramount and there is immense opportunity to 

creatively adopt or go beyond the best practices of more mature regulatory authorities like the 

US FDA39, given that these biases could actually be more detrimental to the Indian context. 

Some suggestions include:

• Mandating each dataset to be accompanied by a datasheet explaining the characteristics 

of the dataset (for instance, motivation, composition and collection process) within the 

regulatory approval process40. This can promote transparency and enable stakeholders using 

these datasets to train their algorithms to make informed choices on bias.

• Creating institutional mechanisms, either by bolstering capacity within regulatory agencies 

or by relying on independent third parties for algorithmic impact assessments and audits 

could also help better define the unintended consequences of automation on certain 

communities. This should become an integral step to the public procurement process for 

such technologies. 
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• Developing an iterative approval process whereby algorithms that perform poorly for specific 

demographic segments can rework the learning process after collecting additional data from 

these segments to allow flexibility for a fledgling health-tech industry, such as India’s, while 

not compromising on notions of fairness41. For digital biomarkers, this might mean guidance 

to developers to use cross-validation (or out-of-sample testing) techniques and publish those 

results in the initial application to the regulator42. At the regulator level, this can be followed 

by both generalisation assessments and tests across specific target populations (implying 

links back to the positive responsibility on the government research institutions to create 

repositories of under-represented/vulnerable populations that can be used for this purpose 

among others). This helps establish boundary conditions for that specific biomarker. 

While tactical recommendations can get us only so far and prevent immediate harm, for digital 

health to be truly transformative to redress the existing inequalities and inaccessibilities of the 

health system, an acute concern for intersectional gender analyses in digital health research is 

imperative. This will help tailor research and commensurate products effectively towards specific 

subgroups, especially in terms of user experience and the optimisation of desired outcomes. 

Policy regulations, public investments, and evolving ethical considerations governing all stages 

of the algorithmic value chain, from data generation to AI application, are tools that can propel 

this goal. This, however, is vastly dependent on a systems approach to viewing the problem, 

and more importantly, an ecosystem approach to engaging and leveraging all relevant tools in 

ensuring a safe and efficient healthcare experience for all vulnerable populations in an increasingly 

digitised world.
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Networked data trails define the lives of individuals and communities in many ways, and 

consequently also serve as ripe prospects for state surveillance. Digital surveillance is now 

encoded into the governance architectures across political and economic systems. 

Largely, surveillance and its legal restraints have revolved around domestic surveillance exerted 

by states on their citizens. This includes the all-encompassing domestic mass surveillance systems 

operationalised in authoritarian regimes like China that contain few safeguards constraining their 

practices in legislation or constitutional architecture1, as well as limited surveillance techniques 

increasingly being deployed by several democracies to target suspected criminals, and allegedly, 

individuals and communities dissenting against the state2. Several democracies, including India, 

boast robust constitutional protection of fundamental rights but are yet to undertake a thorough 

reform of their legislation enabling domestic surveillance that predate the digital era3. The scrutiny 

of domestic surveillance practices is important, but at the same time, extraterritorial surveillance 

by countries, including democracies, continues largely unchecked. Several countries engaging 

in widespread extraterritorial surveillance, including the US and UK, boast robust legislative 

protections for their citizens against state surveillance but impose woefully few restraints when 

their intelligence agencies conduct surveillance abroad.

From a global standpoint, both domestic and foreign surveillance warrant attention, scrutiny, 

and critique. The technology and ideology of the Chinese surveillance state is being exported 

to other countries to some degree, warranting possible cause for concern4. However, recent 

scholarship has questioned this notion, arguing that “China and other autocracies cannot simply 

will into existence oversees replicas of their surveillance states5.” Empirical work found limited 

evidence that China was a leading driver of digital repression in other countries6. 

Some democracies that engage in extraterritorial surveillance, like the US, possess far greater 

surveillance capabilities than the rest of the world. That they choose to restrain these capabilities 

when deploying them against their citizens but not when acting abroad should be a matter of 

concern for the international community. As the US plans a ‘summit for democracy’7to be held 

later this year, the democratic legitimacy of foreign surveillance practices must be subjected to 

scrutiny. As of now, there is an acceptance of inevitability around extraterritorial surveillance 

practices by policymakers and the judiciary around the world, boxed in with the vast array of 

arbitrary measures shielded by dogma around national security concerns.

   Law and State Practice on Extraterritorial Surveillance

Surveillance is the focused systematic and routine gathering of information through the 

identification, tracking, monitoring and analysis of data belonging to individuals, organisations, 

or communities8. In the cyber realm, surveillance can either be targeted or untargeted. Targeted 

surveillance is the covert collection of metadata, communications, and conversations after 



27

suspicion against a specific target has been established. When states do not have the capabilities 

to conduct targeted surveillance themselves or seek to avoid political or diplomatic costs, they 

rely on private commercial players who provide sophisticated spyware to government clients 

to infiltrate a target’s device9. Firms like Israel based NSO Group (that allegedly markets the 

Pegasus spyware), Germany based Finfisher Group, and the Italy based Hacking Team are the 

largest players in this sector10.

States also engage in untargeted surveillance. Commonly known as ‘mass surveillance’, this 

involves the aggregation of vast amounts of data collected through the systematic ‘bulk’ 

monitoring of online actions and behaviour by individuals and communities online11. While 

most states have clouded their surveillance practices in a veil of opacity, revelations by Edward 

Snowden in 2013 provide some unique insight into the programmes run by the US National 

Security Agency (NSA). The NSA ran several programmes that collect information containing 

both metadata and content. Extraterritorially, through its relationship with telecom firm AT&T, 

the NSA was able to access data through international fibre optic cables, thereby targeting 

several countries, including France, Germany, Greece, Italy, Japan, Mexico, South Korea and 

Venezuela12. Given the central role played by the US in internet architecture, the NSA was also 

able to access data travelling through choke points on US territory13. In addition, to ‘upstream 

collection,’ which relies on access to fibre optic cables and other infrastructure, the NSA was able 

access the content of communications from the servers of the nine largest internet companies in 

the world through its infamous PRISM programme14.

After bulk collection, the data was processed through a range of data mining techniques that help 

identify potential suspects and conduct targeted surveillance. Through a process known as data-

chaining, recorded events were mapped onto a set of topographical patterns and subsequently 

filtered by algorithmic processes to highlight suspicious patterns through analytical programmes 

like XKeyScore15.

Spurred by backlash to the Snowden revelations, some countries have developed legal regimes 

requiring state agencies to abide by the principles of legality, proportionality and necessity when 

conducting domestic surveillance16, ensuring oversight by independent bodies and granting 

legal remedies to individuals unfairly targeted17. These legal regimes stem from constitutional 

guarantees that protect individual privacy, such as the Fourth Amendment in the US18.However, 

most of these safeguards do not apply to extraterritorial surveillance and information gathering 

by intelligence agencies has been an arena where the “principles of a democratic state have 

been applied less conscientiously19.” For example, Section 702 of the 2008 Foreign Intelligence 

Surveillance Amendment Acts affords differing levels of protection to US persons and non-US 

persons from the NSA’s surveillance programmes20. US persons, including American citizens and 

non-citizens permanently residing in the country, can be targeted only if there is both probable 

cause to believe that the individual is a foreign agent and a warrant is issued by the Foreign 

Intelligence Surveillance Court (FISC). Non-US persons, on the other hand, can be the target 

of surveillance under a much lower ‘reasonable belief’ standard that does not require probable 

cause or a warrant from the FISC.

Still, targeted interception of foreign communications is at least regulated by specific laws 

while mass surveillance remains largely unrestrained. In 2015, 27 of the then 28 EU member 

states had laws for targeted interception, but only five (France, Germany, UK, the Netherlands, 
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and Sweden) had specific legislation regulating and restraining the bulk interception of foreign 

communications21. In the US, the Reagan-era Executive Order 12333 continues to empower the 

president to conduct surveillance activities abroad22. In response to the public pressure exerted 

as a result of the Snowden revelations, former President Barack Obama issued the Presidential 

Policy Directive-28 (PPD-28)23. The PPD-28 sought to bring transparency and legitimacy to 

the signals intelligence process by recognising the dignity and legitimate privacy interests of 

individuals regardless of nationality or residence24, and introduce safeguards drawn from data 

protection frameworks, including data minimisation, limits on use, and retention. On the other 

hand, it endorsed bulk collection as necessary in a networked world and included a broad range 

of instances, including espionage, terrorist threats to the US, threats due to weapons proliferation, 

threats to US or allied armed forces, and international criminal threats25. While these specified 

purposes are exhaustive, ‘terrorist threats’ and ‘cybersecurity’ are broad enough to enable a 

variety of purposes for mass surveillance with no opportunity for legal scrutiny by the individuals 

and communities at the receiving end of these bulk collection practices26. 

The UK’s extraterritorial surveillance programme, laid out through the Regulation of Investigatory 

Powers Act, 2000 (now Investigatory Powers Act, 2016), also draws a distinction between 

“internal” and “external” communications27. Domestic surveillance needs individualised warrants, 

whereas overseas data merely requires a bulk targeting warrant with no cap on the quantity of 

data that may be collected. Restraints on this largely echo PPD-28-strong procedural safeguards 

are emphasised but the notion that bulk interception is essential for preserving national security 

interests is placed on a pedestal28. 

Regimes that undertake draconian surveillance at home do not restrain themselves when it comes 

to extraterritorial surveillance if they possess the capabilities to do so. China, for example, has 

allegedly used mobile phone networks in the Caribbean to conduct surveillance on US mobile 

phone subscribers29. However, sans a Snowden-like whistleblower emerging from China and 

revealing the full extent of extraterritorial surveillance, our knowledge and understanding of its 

strategy remains piecemeal and limited. For now, international law must question the practices 

that are widely known, not least because of the inherent paradox between domestic protection 

and extraterritorial overreach.

   Whither International Law?

Yet, international law has remained strikingly quiet on this subject and failed to cast binding 

obligations or influence state practice through treaty law or customary international law30. The 

reason for this is the unwavering belief that the ability to gather intelligence is essential to 

statecraft and national security31. According to this notion, consenting to international obligations 

that restrain specific activities in this domain will end up harming the state’s core interests.

In the absence of hard law, a body of soft law interpreting existing treaty regimes to constrain 

surveillance has emerged. Article 17 of the International Covenant on Civil and Political Rights 

(ICCPR) protects the right to privacy against ‘unlawful’ and arbitrary interference32. The UN 

Human Rights Committee has stated that surveillance can only take place on the basis of a 

law that is well-defined, accessible to the public, and pursues legitimate aims33. This has been 

affirmed by the UN General Assembly in resolutions 68/167 and 69/166, which urge states to 
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ensure transparency and accountability of surveillance practices34. While the resolutions signify 

some political commitment to an issue, scholars have described them as products of a ‘fake 

consensus’35 —a facade of commitment to the rules-based order maintained by states rather than 

an undertaking to genuinely improve state behaviour. The failure of states to satisfactorily amend 

their surveillance practices to comply with international human rights law has been recognised 

by Michelle Bachelet, the UN High Commissioner for Human Rights36, and David Kaye, the 

former UN Special Rapporteur on Freedom of Expression and Opinion37. 

National, supranational and constitutional courts have taken up the question of bulk surveillance38. 

However, most of these judgements have revolved around the question of domestic surveillance 

or scenarios where the rights of their citizens were at stake. Even the EU’s progressive courts— 

Court of Justice of the European Union (CJEU) and the European Court of Human Rights 

(ECtHR)—have been quiet on the question of extraterritorial surveillance. Only three cases from 

the ECtHR referred to the conduct of foreign surveillance by states39, but none of the judgements 

issued a clear and unambiguous interpretation of whether and how extraterritorial surveillance 

of non-citizens will violate provisions of the European Convention of Human Rights40. More 

problematically, they endorse the notion that the interception of foreign communications falls 

within a state’s ‘margin of appreciation’ and that legislative protection that discriminates based 

on the target’s geographical location is valid41. A lack of clarity on the legality of extraterritorial 

surveillance only strengthens the isolated US (and Israeli) position that human rights obligations 

do not apply to non-citizens located outside their territory, jurisdiction or ‘effective control’42. 

Even though this position is based on a dubious reading of Article 2(1) of the ICCPR and has 

been rebutted by scholars 43and successive reports of the UN Human Rights Committee44, the 

justification continues to legitimise US surveillance practices. 

The European Court of Human Rights could do a lot more to drive norms delegitimising and 

constraining extraterritorial surveillance and could derive some lessons from a 2020 decision 

of the German Constitutional Court45. This ruling held that bulk surveillance of non-citizens 

outside Germany violated the German Basic Law, arguing that protection of this nature reflected 

Germany’s participation in the international community. Essentially, it articulated that the 

architecture of fundamental rights in German law casts obligation on the German state whenever 

it exercises ‘effective control ‘over the rights of individuals regardless of location or nationality46. 

This position on extraterritorial applicability of human rights has also found mention in General 

Comment No.36 of the UN Human Rights Committee47 and ECtHR jurisprudence, although the 

German case marks the only instance where this has been applied to extraterritorial surveillance.

Jurisprudence of both the ECtHR and CJEU suffer from another key flaw. There is an overreliance 

on procedural safeguards restraining extraterritorial bulk surveillance without going into the 

costs and benefits of mass surveillance. Procedural safeguards for any practice mean little when 

its implementation is secretive and cannot be challenged by the intended targets of that very 

practice. This ‘procedural fetishism’ 48 is backed by a dogmatic acceptance of the national security 

necessity of mass surveillance and limited engagement with the social and political costs of these 

practices. But there is a need to break from this unquestioned consensus.
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   Questioning National Security and Highlighting Costs

To justify the NSA’s bulk targeting program, the agency’s former director Keith Alexander told 

the US House Intelligence Committee that surveillance had helped thwart over 50 incidents since 

the September 2001 attacks 49. While Alexander provided some examples of these potential 

attacks, the exact role played by specific surveillance programmes in preventing an attack was 

not disclosed. This is a feature of surveillance conversations world over—states use the “trump 

card”50 of national security to justify their actions and to keep the evidence backing this claim 

classified, thereby preventing an open, frank, and transparent public discussion on the issue. In 

fact, Alexander later admitted that the 50-plot figure was incorrect, and instead only one activity 

involving the transfer of a small amount of funds to a banned terrorist group in Somalia was foiled51. 

Intelligence officials do not evaluate the effectiveness of specific surveillance programmes as they 

believe that intelligence work is a “puzzle”, and that one piece of this puzzle cannot be measured 

without evaluating the complete picture52. Research by New America Foundation in 2014 argues 

that traditional targeted intelligence methods, such as tips from local communities, played a far 

more critical role than foreign surveillance, which played a role in only 4.4 percent of the terrorist 

cases examined53. These findings and other research making the same case 54 have done little 

to alter the status quo and the unquestioned dogma around national security-related benefits of 

mass surveillance, which continue to drive thinking among governments and courts alike. This 

dogmatic approach also betrays a reductive understanding of security as the mere absence of 

harm. A more holistic bottom-up approach will also assess whether individuals and communities 

feel secure in the integrity of their online communications55. This approach will question whether 

the absence of terrorist attacks or the weeding out of terrorist threats meets the threshold of 

a secure life if it leads to individuals and communities choosing to use online communication 

channels less frequently for fear of being unwittingly pried upon by foreign governments. 

The systematic padding of national security benefits in state-driven discourse is accompanied by 

a consistent erasure of costs, to human dignity and political life. The threat to human dignity stems 

from datafication—an individual’s data is manipulated and formatted to extract a pattern about 

that person’s world, such that they no longer speak for themselves56. Instead, they are massaged 

into various categories that the subject does not understand or exercise control over57. This 

results in gross power asymmetry between those controlling and using surveillance technology, 

and those at the receiving end of it. Mass surveillance is akin to an analogue situation where 

an unknown entity many continents away could collect the personal diaries of all individuals 

and store it in a safe, always retaining the power to unlock the safe and read the content of the 

diary whenever needed through targeted surveillance. The individual or community is powerless 

due to gaps in knowledge regarding the extent of scrutiny on their daily existence combined 

with a lack of political or legal remedy. Algorithmic processing of data gathered through mass 

surveillance is equally harmful. Discrimination is an inherent possibility of the cultural bias of the 

developer generating the training data and source code for the algorithm getting quantified 

through hidden layers in a manner that confirms certain practices as belonging to the realm 

of the ‘other’58. Certain lifestyles and cultural aspirations are thereby branded ‘suspicious’ for 

reasons that are ‘black boxed’ and subsequently targeted by algorithmically-driven analytical 

programmes like XKeyscore, thus denying them respectability and agency59. Individuals then 

change their behaviour to avoid being branded as suspicious and to refrain from speech that 

might cross the acceptable limits, as defined by the watchers. Thus, surveillance has political 

costs for civic life. 



31

An oft-repeated argument justifying discrimination based on geography is that states cannot 

quash dissent or exact police powers outside their territory, thus negating the political costs of 

surveillance60. This argument is flawed for several reasons. First, the architecture of control in the 

case of global surveillance stems from uncertainty-individuals do not know whether, why and 

how their intimate daily activities are being monitored and how this information may be used. 

It is incorrect to say that states lack police powers abroad; lethal drone or air strikes are often 

used to take out suspected terrorists. While these actions too are governed by strict laws and 

procedures, they may further compound anxiety and uncertainty, as individuals seek to avoid 

being cast into labels that might cause them to become targets. 

Second, in the case of domestic surveillance, citizens have the right to sue the state in court or 

vote governments out of power. Individuals abroad are helpless in this regard, forced into an 

acceptance of the global surveillance state and life with it. 

Third, this underestimates the pervasive nature of intelligence sharing among countries. The 

Snowden revelations showed that the NSA skirted domestic British law by sharing information on 

British citizens with their counterparts in the UK. Although Snowden uncloaked the intelligence-

sharing agreements between the ‘Five Eyes’ (Australia, Canada, New Zealand, the UK and 

the US), such deals are often confidential and not publicly scrutinised, being brokered directly 

between the relevant ministries or agencies. Therefore, data collection by a foreign government 

could end up in the hands of the individual’s own government, without the individual’s 

knowledge. Relatedly, surveillance strategies and methods devised and bred in one part of the 

world can easily be transferred elsewhere. In September 2021, news reports suggested that 

former NSA intelligence analysts started working for the United Arab Emirates monarchy to 

engage in surveillance of militants, domestic dissenters, and foreign governments and citizens61. 

Crucially, these surveillance practices also targeted US citizens, ironically using methods that 

were incubated by the US for extraterritorial deployment.

Finally, there is an asymmetry of capabilities between states. The status quo legitimises a scenario 

where, by default, the citizens of countries with lesser capabilities will face greater intrusions in 

their privacy than those of more powerful states. This reality violates sovereign equality, which 

is a cardinal tenet of international relations, and undermines the trust that governments and 

citizens repose in each other62.

   Towards a Norm Against Surveillance

Modern foreign surveillance need not become an inevitability if the international community 

takes steps to act against it and operationalise legal and normative frameworks condemning 

it. One might question the extent to which global normative frameworks could change state 

practices, but history is witness to its value. Until the signing of the Kellogg-Briand Pact in 1928, 

the act of war was legal and an acceptable method of resolving disputes between states63. As 

with foreign surveillance today, states perceived war as an essential tool of statecraft and an 

instrument of the rule of law. The outlawing of war through the 1928 pact and the subsequent 

prohibition on the threat or use of force in Article 2(4) of the UN Charter brought about a radical 

transformation in how states perceived and conducted their affairs with other states64. Conquest 

for the purpose of acquiring resources was common but is now a rare occurrence. There were 
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also other factors at play, such as the destructive capabilities of modern weapons and increasing 

economic interdependence65. Naturally, the causal connection between these factors and the 

use of force today should not be ignored. The occlusion of the threat of war from the table of 

state relations allowed alternate mechanisms of cooperation and contestation—such as economic 

sanctions, confidence-building measures, and development partnerships—to grow and benefit 

global governance. Norms by themselves do not dramatically alter state behaviour but they 

provide a framework for enforcing incentives that do so66. 

A similar norm outlawing the use of surveillance as an unquestioned tool of statecraft must be 

operationalised. This does not mean that foreign surveillance will always be illegal. The use of 

force is justified by exceptions incorporated into the UN Charter—self-defence and UN Security 

Council authorisation. There could be similar exceptions that states consent to, justifying the 

use of foreign surveillance. Foreign surveillance should not be accepted by default. Altering the 

normative landscape on foreign surveillance will change state incentives in several ways. In the 

short run, it will lend weight to economic sanctions, such as the call by UN Special Rapporteurs 

for a moratorium on the sale of export control technologies67. States whose citizens are at the 

receiving end of foreign surveillance will be able to ask questions of, and demand accountability 

from, countries conducting these practices. Moving forward, civil society voices around the world 

will be empowered to challenge practices by their governments and others. 

Given the existing entrenched dogma around surveillance, a key challenge is operationalising the 

norm in the first place. States remain reluctant to take any concrete steps in this direction. Again, 

history shows that key rules of international law were initiated and promoted by several non-state 

actors, or ‘norm entrepreneurs’. The diplomatic process outlawing war was conceptualised and 

initiated by a Chicago-based commercial lawyer who worked with several burgeoning peace 

movements at the time68. Other examples include private actors like DuPont, which played a 

major role in the Montreal Protocol; non-governmental organisations like the International 

Committee of the Red Cross that galvanised and helped operationalise the Geneva Conventions; 

and inter-governmental organisations like the Asian-African Legal Consultative Organisation that 

negotiated several key provisions in the UN Convention on the Law of the Sea69.

Challenging foreign surveillance by states needs an ecosystem of actors to come together, 

transcending the artificial segregation between self-contained groups of ‘rights-holders’ and 

‘rights-violators’70. The politics of surveillance is not a binary tussle between the ‘intelligence 

agencies’ and the ‘rest of the world’, operating as two homogenous entities71. The coders 

working for the NSA or designing the algorithms have multiple identities and relationships. 

Their families and friends, and they themselves, are subjects of the surveillance process. A norm 

against surveillance can be operationalised once the costs are brought to the fore for shared lived 

experiences, rather than opaque security metrics, galvanises meaningful public discourse. Several 

multistakeholder groupings working on cybersecurity and digital rights such as the Freedom 

Online Coalition, Global Network Initiative, and the Global Forum on Cyber Expertise bring 

together diverse perspectives from governments, civil society and the private sector, and could 

act as the catalyst for driving such a norm through the institutional international law framework.

The project of international law and the rules-based global order was conceived with lofty ideals, 

that the strong restrain themselves to ensure that the weak need not endure what they must. 
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Space-Nuclear Nexus: The Interface Space-Nuclear Nexus: The Interface 
Between Key TechnologiesBetween Key Technologies
Victoria Samson

From the very beginning, the space age has been interwoven with nuclear and strategic 

considerations. Part of this stems from its start as a competition of geopolitical dominance 

between the Cold War superpowers; part of this comes from a lot of the same technologies used 

in the nuclear strategic context (i.e., intercontinental ballistic missiles used to deliver nuclear 

warheads being repurposed to be used to launch satellites); part of this comes from the fact that 

many of the initial nuclear powers also being the early adopters of space capabilities. As nations’ 

use of space continues to evolve, this relationship between nuclear and space technologies 

evolves as well, and the consequences of an unstable space domain can have an increasingly 

more costly result.

   Cold War Considerations of Space and Nuclear

When considering the connection between space and nuclear issues, particularly when examining 

their relationship in a strategic context, often the first thought is of national technical means 

(NTMs) and noninterference thereof. NTMs are satellites that gather intelligence and are usually 

interwoven deeply into the nuclear strategic calculus. Since they are often used as part of the 

decision-making process in terms of ascertaining whether one of the major superpowers is under 

nuclear attack, they have been perceived as being untouchable (in a figurative sense) because 

their loss could lead to inadvertent escalation. Due to this, clauses that discourage interfering 

with the NTMs have been a part of strategic control agreements dating back to the 1972 Anti-

Ballistic Missile Treaty. It is even part of the treaty between the US and Russia called the Measures 

for the Further Reduction and Limitation of Strategic Offensive Arms, aka New START (and the 

extended version thereof)1.

Another link between space and nuclear is the early warning satellites intended to detect ballistic 

missile launches. For the US, that includes the Space-based Infrared System programme, which 

encompasses four satellites in geosynchronous Earth orbit (GSO) and two hosted payloads in 

highly elliptical orbits (HEO). A successor programme, Next Generation Overhead Persistent 

Infrared, is anticipated to be launched in 2025 with three satellites in GSO and two in HEO2. For 

Russia, this includes a small constellation of four new-generation missile early warning satellites 

called Tundra that fly in highly elliptical orbits. The Tundra satellites are part of the Integrated 

Space System, which will eventually also include several satellites in geostationary Earth orbit 

(GEO)3.

   Enter: Counterspace Capabilities

But there is a larger conversation to be had about the overall stability of the space environment 

having ripple effects on strategic relationships and nuclear stability. If there is debris created by 

an anti-satellite (ASAT) test, whether your satellite is related to strategic security or not, it will be 

threatened by it. If there are norms evolving that allow for non-cooperative close approaches to 
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other countries’ satellites, your satellites could potentially be threatened by that. If you have a 

complicated space traffic management picture with tens of thousands of satellites cluttering orbits, 

this can have an effect on your ability to access and use satellites needed for strategic security. 

If there is hostility on Earth, this can lend itself to potential miscalculations, misunderstandings, 

and mistrust that could lead to unintended escalation in space.

And right now, one is seeing an upward trend in the proliferation of counterspace capabilities 

globally. An increasing number of actors (nation-states but also commercial entities and academic 

institutions) are becoming involved in space. While this eventually leads to benefits on Earth, it 

has the negative externality of resulting in a concomitant amount of competition and congestion 

in space. As more countries incorporate space capabilities into their national infrastructures and 

use it to enhance their military capabilities and national security, this has also led more countries 

to look at developing their own counterspace capabilities that can be used to deceive, disrupt, 

deny, degrade, or destroy space systems. There are global repercussions from their use that go 

well beyond the military sphere, as much of how our society is shaped and the global economic 

infrastructure is built on space applications.

Part of this proliferation is in the number of countries building up military space organisations as 

a way to protect their space assets. Russia and China both have military space organisations, and 

in 2019 alone, the US, France, Japan, and India created such originations (although it should be 

noted that the US’s Space Force was built upon existing military bureaucracy). In the past year, 

Australia, Germany, and the UK have launched their own versions as well. While the existence 

of a military space organisation does not automatically translate to an offensive counterspace 

capability or interest, it does indicate that the host countries are evolving their use of space to 

include military aspects, and are open to considering developing some sort of counterspace 

capability (the reason given at least partially for why such a bureaucracy is needed is that there 

are threats to space capabilities and a response is needed).

Figure 1: ASAT Tests by Country and Year

Source: History of ASAT Tests in Space, Secure World Foundation, 20214
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Another part of this proliferation can be seen in a recent uptick in ASAT tests. Since 2005, there 

have been more than 20 tests of anti-satellite weapon systems in space by four different countries, 

a rate of testing that has not happened since the 1960s.

In addition to outright weapons testing, another concerning development is that some satellites 

have been observed to make deliberately close approaches to the satellites of other countries 

without coordination, prior knowledge, or consent of the operators of those satellites. There 

is growing concern that such behaviours might increase tensions between countries or be 

misinterpreted as a hostile action that precipitates an armed attack. Satellites related to nuclear 

command and control, if approached in a non-consensual manner by satellites of a geopolitical 

rival, could be perceived as being threatened and the satellites’ owner may respond accordingly.  

The Secure World Foundation’s Global Counterspace Capabilities5 analyses counterspace 

capabilities being developed by multiple countries across five categories: direct-ascent, co-

orbital, electronic warfare, directed energy, and cyber. Direct ascent weapons are those that use 

ground, air-, or sea-launched missiles with interceptors to kinetically destroy satellites through 

force of impact but are not placed into orbit themselves. Co-orbital weapons are that those that 

are placed into orbit and then maneuver to approach the target to attack it by various means, 

including destructive and non-destructive. Directed energy weapons use focused energy, such as 

laser, particle, or microwave beams to interfere with or destroy space systems. Electronic warfare 

weapons use radiofrequency energy to interfere with or jam the communications to or from 

satellites. Finally, cyber weapons use software and network techniques to compromise, control, 

interfere, or destroy computer systems. While it is a complicated discussion, to generalise the 

current state of development globally, it should be noted that although there is significant 

research and development on a broad range of destructive and non-destructive counterspace 

capabilities in multiple countries, only non-destructive capabilities are actively being used in 

current military conflicts.

Finally, one more trend emerging is the development and expansion of space situational 

awareness (SSA) capacities, both at the national and the commercial level. SSA can be generally 

defined as information about the space environment, including on active satellites, space debris, 

and (in theory) activities on orbit. As such, reliable and accurate SSA is very important in verifying 

actions on orbit. While SSA is not uniquely used for counterspace, it is a critical enabler for both 

offensive and defensive counterspace operations. Furthermore, it is very important in verifying 

that agreements or guardrails to irresponsible behaviour are being followed, or, depending on 

one’s perspective, to be able to identify when irresponsible or unusual or threatening behaviour 

on orbit is happening.

   New Uses of Space and Effects on Strategic 
Relationships

The intersection of space and nuclear is not static; as the use of space evolves, so does the 

strategic relationship with nuclear. As new uses of space emerge, they challenge the current 

state of space governance and stretch it, often well beyond what the existing norms of behaviour 

and/or legal regime can comfortably support. Activities like active debris removal or on-orbit 
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servicing, assembly, and manufacturing (OSAM) can complicate the space environment to the 

possible point of instability, particularly if the actions are being undertaken by geopolitical rivals, 

which could then have consequences for the nuclear strategic relationship.

And returning to non-interference with NTMs, there are some in the US national security 

establishment who are worried about possible sneak attacks coming from cislunar space. Several 

of the US’s most important and expensive national security satellites are in GEO, which is at an 

altitude of roughly 36,000 kilometers. It takes about seven hours for an object launched from 

Earth to reach GEO, so it is challenging to surprise satellites at GEO (unless the offensive satellite 

is already in GEO and undertakes a non-consensual close approach). Coming from the Moon, 

it will take about three days, but it requires much less energy to move an object from cislunar 

orbit to GEO than from the Earth to GEO (most of the energy required to get the Moon is used 

to get out of the Earth’s gravity well). Accordingly, some of the more hawkish members of the 

US national security space community worry that an unfriendly country like China will position a 

satellite in cislunar orbit and then secretly alter its orbit to attack the US’s NTMs in GEO.

What makes this scenario theoretically possible is that the US military’s existing SSA capabilities 

are focused largely on objects in Earth orbit only. The Department of Defense does not currently 

have the ability to consistently track, catalogue, and monitor objects in cislunar space. While 

China has not expressed any interest or undertaken activities on or around the Moon to give 

it this type of capability, there is a small but vocal group within the US hyping the potential 

of that threat. Independent of this concern, there are other less-inflammatory reasons to have 

extra-GEO or cislunar situational awareness; with more countries striving for the Moon and more 

activities are happening on or around the Moon, it makes sense to enhance situational awareness 

for spaceflight safety at the very least.

   Multilateral Responses to Space and Nuclear 
Connection

Space and nuclear have long been interwoven in terms of strategic arms control efforts. Early in 

the Cold War, the nuclear weapon tested in space as part of the Starfish Prime test in 1962 led 

to the Limited Test Ban Treaty, which prevented the signatories from testing nuclear weapons 

above ground or on orbit, due to concerns about the electromagnetic pulse released as part 

of the 1.45 MT test6. The connection between satellites being used as NTMs for strategic arms 

control treaties has already been mentioned. Perhaps even more elucidating is the way in which 

concerns about nuclear issues have resulted in the stagnation of multilateral discussions on 

space security issues.

Multilateral discussions have been stalled for decades on space security issues. The Conference 

on Disarmament is a consensus-driven institution that focuses on security-related issues. As 

part of its focus on consensus, the agenda for negotiations must be agreed to unanimously. 

Space security negotiations have not moved forward because the Conference cannot come 

to agreement about unrelated issues—in this case, fissile material. Another case of space and 

nuclear concerns shaping one another.
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That is not to say that there have not been efforts to move ahead with space security-related 

discussions at the multilateral level; it is just that up until recently, there has been very little 

progress7. Much of the focus has been on the proposed draft ‘Treaty on the Prevention of the 

Placement of Weapons in Outer Space, the Threat or Use of Force against Outer Space Objects’  

put forward by Russia and China in 2008 (and modified in 2014)8. This treaty has been criticised 

by the US9 and its allies as not having verification mechanisms and also allowing for ground-

based ASAT tests, and it has languished in multilateral discussions. Likewise, another measure 

promoted by Russia and China, ‘No First Placement of Weapons in Space’ (NFP), has found little 

support in international discussions, with the criticism by the US and its allies that NFP implies 

that weapons in space are fine, as long as they are used in response to someone else placing 

them in orbit first.

Exacerbating this is that there is a lack of agreement, broadly speaking, about what is the biggest 

threat to space security and stability and how to approach that threat. If the international community 

cannot come to agreement as to what the problem is, it is unlikely to make much headway 

in finding a solution. Is it the placement of dedicated weapons on orbit (namely, space-based 

missile defense interceptors), as Russia, China, and their allies believe? Or is it largely one that 

is almost environmental in nature—congestion and competition over increasingly complicated 

orbits and new uses of space—as the US and its allies posit? Further roiling negotiations is a 

disconnect between countries on what shape the solution should take. Should it be a legally 

binding treaty?  Should it be agreed-upon norms of behaviour? Once again, Russia, China, and 

their allies believe in the former, while the US and its allies believe it should be the latter. This 

also ties into how various factions approach establishing space security and stability: should it 

be by banning threatening technologies, i.e., designated weapons, as Russia, China, and their 

supporters argue? Or due to the inherent dual-use nature of space, it is challenging to determine 

what technology is offensive in nature and so discussions should focus on behaviour in orbit, as 

the US and its supporters think?

With this complicated diplomatic setting, it is perhaps not surprising that there has been little 

movement toward collective action for enhancing space security and stability. However, over 

the past year, there has been some cause for cautious optimism. In December 2020, the UK co-

sponsored a resolution in the United Nations General Assembly (UNGA), UNGA 75/3610, which 

strived to reset some of the conversations on space security and stability. It ended up passing 

with broad global support. It asked nations to submit reports to the UN Secretary-General by 

May 2021 detailing three things—what they believe to be the most concerning threats to space 

security and stability; what they deem to be responsible (or irresponsible) behaviour in space; and 

finally, what they perceive to be the best way forward for international discussions on these issues. 

Over two dozen countries sent in submissions, plus a handful of civil society actors (including the 

Secure World Foundation).

In reading through the reports and the final report by the UN Secretary-General, there appear to 

be several norms emerging11. The first is that it is considered a bad idea to deliberately create 

long-lived debris on orbit. The second is that it is thought to be poor form to conduct non-

consensual close approaches to other countries’ satellites.  (These two norms also show up in the 

US Secretary of Defense Austin’s July 2021 memo listing five norms of behaviour in space that 

he wanted the Department of Defense to explore more fully12. The third is that there generally 
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seemed to be support for discussions to be held later at some sort of open-ended working group 

(OEWG), a very UN type of organisation that is not open-ended in terms of its time of work but 

in that any country can join the discussion (as opposed to a group of governmental experts, or 

GGE, which is generally limited to 15 countries, five of which are the permanent members of the 

UN Security Council).  The UK has since indicated that it intends to submit another resolution 

to the UNGA this fall to create an OEWG that would strive to create international norms for 

responsible behaviour in space13. Perhaps some momentum will be created by this that will allow 

for some type of progress on space security and stability discussions that will then have positive 

effects on nuclear stability.

   Conclusion

Space and nuclear issues have been connected for as long as there have been satellites. At first, 

this connection was seen in how satellites helped improve nuclear strategy stability. But as the use 

of space evolved, so did this relationship. Space security can very much affect strategic stability 

and thus shoring up the former can help improve the latter. The proliferation of counterspace 

capabilities, SSA radars and data, and even cislunar competition can all have strong effects on 

strategic stability. Hence it is crucial to continue to fully support good faith negotiations and 

international efforts to strengthen space security and stability. This in turn can help ensure a 

stable, predictable strategic environment for all.
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Understanding the UN Cyber Processes Understanding the UN Cyber Processes 
as Conflict Management Toolsas Conflict Management Tools
Abagail Lawson

Malicious state action in cyberspace continues to increase, even as states reached a consensus 

on the norms for responsible behaviour through the UN Open-ended Working Group (OEWG) 

and Group of Governmental Experts (GGE) processes in 2021. Violations by states as well as 

continued uncertainty about how the agreed norms are meant to be implemented threaten 

to undermine the legitimacy and utility of the normative approach and cyber stability. These 

dynamics are fuelled by competing visions for the future of cyberspace, with some states seeking 

to assert an authoritarian version of state sovereignty in the domain, while others envision an 

open, interconnected future. This paper focuses on the current moment in the UN processes as 

part of an effort to manage conflict in cyberspace. It begins by describing the status quo in the 

domain, and then analyses three main elements of the UN discussions in light of concepts from 

conflict resolution literature to understand how the consensus reached in the OEWG and GGE 

can contribute to managing conflict in cyberspace, and where a fractured approach can be useful.

   Discussions at the UN

The narrative around an international consensus on responsible behaviour in cyberspace has 

recently shifted. In 2019, the difficulty of the global conversation was on display when the UN 

General Assembly adopted two competing resolutions establishing separate processes on the 

use of information and communications technologies (ICTs) in the context of international peace 

and security—the OEWG and GGE. The GGE resolution, sponsored by the US, established the 

sixth iteration of a smaller group of countries coming together to discuss responsible behaviour 

in cyberspace. Previous GGEs issued reports laying out possible confidence-building measures, 

broad principles about the application of international law in cyberspace, and in 2015, articulated 

11 voluntary norms for responsible state behaviour in cyberspace1. However, the fifth GGE was 

unable to agree on a consensus report in 2017, marking a period of division that carried into 

2019, when Russia introduced the competing OEWG resolution. The OEWG was more inclusive, 

open to all member states of the General Assembly, and addressed many of the same topics as 

the GGEs, including the applicability of international law in cyberspace, current cyber threats, 

confidence building, capacity building and norms of behaviour. 

The competing processes were chalked up to pessimism about the UN and evidence of deep 

rifts between major powers on cyber matters. But in March 2021, when the OEWG agreed on 

a report containing recommendations and affirming the conclusions of previous GGEs2, the 

narrative reversed to celebrate the potential of multilateral diplomacy. This success was followed 

by the GGE consensus report in June 2021, which reinforced much of the OEWG’s work and 

provided suggestions on how states might implement the 2015 norms, a seemingly herculean 

effort considering where the conversation had been in 20193. 

Despite consensus on the reports, significant divisions remain between states, including on 

the issue of accountability for norm violations, as well as on what the goal of the international 
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negotiations should be. These divisions broadly reflect two competing models for cyberspace 

governance—a dynamic characterised as a “digital Cold War” due to the rivalry between 

authoritarian and democratic models championed by major powers, with a large group of 

countries caught in between4. The authoritarian governance model, notably backed by Russia 

and China, is based around state sovereignty in terms of non-interference in internal affairs, but 

also the ability of states to assert control of domestic online space. This group supported the 

OEWG and have called for negotiations on a legally binding treaty for cyberspace that could 

delineate sovereignty lines more clearly. The more democratic, “Western” model, supported 

by the US, EU and others, prioritises interconnectivity, openness, and principles like freedom 

of expression and access to information. These countries largely backed the GGE process and 

oppose a legally binding treaty, instead insisting that existing international law and voluntary 

norms are sufficient if applied and adhered to in cyberspace. 

These divisions, notwithstanding the enthusiasm for the consensus reports, illustrate the reality 

of rulemaking for the cyber domain: hard and fast rules are difficult to come by as different 

states are pursuing different aims through these processes, and yet there is some level of 

acknowledgement that the status quo brings risks that need to be managed at an international 

level. 

   Status Quo: Cyber “Unpeace”

The situation in cyberspace has been characterised as a perpetual state of “unpeace” as states 

carry out malicious actions that fall below the threshold of armed conflict, but nevertheless 

have adverse, strategic cumulative effects5. Such state-sponsored actions are on the rise, as 

the number of significant incidents attributed to states more than doubled between 2017 and 

2020, according to some threat researchers6. Several large-scale events have also highlighted 

the potential risks at stake: SolarWinds illustrated the vulnerability of supply chains, and the 

Colonial Pipeline ransomware incident raised concerns about critical infrastructure7. 

The current situation falls into a “grey zone” below the traditional threshold of armed conflict and 

yet is characterised by “conflict” in the non-legal sense of the word, referring to competition and 

struggle for power and advantage8. The ambiguity of this situation may have strategic advantages 

for states wishing to pursue their national interests and undermine adversaries without escalating 

to “armed conflict”, which may have international legal implications and more serious downsides. 

However, the “unpeace” also undermines stability as it means unpredictability in how states 

interact with each other and how they may respond when faced with adversarial activity, as well 

as an overall lack of clarity about the rules of engagement in this increasingly militarised domain.

   Conflict Management in Cyberspace 

Despite the status quo, the level of engagement in the UN processes and recent consensus are 

positive indications that states, including major powers, recognise that the current instability 

poses a threat and should be managed. As noted in a discussion on confidence building measures 

(CBMs) for cyberspace, states have taken steps to engage in multilateral negotiations in part 

because they have recognised that “the secretive nature of cyber operations and the difficulties 
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of signalling in cyberspace can be destabilising to interstate relations, increasing tensions and 

the risk of inadvertent conflict”9. This recognition is also heard in the statements made during 

the OEWG, as many developing countries and states affiliating themselves with the Non-Aligned 

Movement decried the growing militarisation and weaponisation of cyberspace as a threat to 

other benefits from the use of ICTs, such as development gains from digitalisation, profits of tech 

companies subject to cyberattacks, and general trust in cyberspace a means for communication 

and business10.

At the same time, if states believe there is strategic advantage to be gained by pursuing 

cyberattacks and find the resulting instability tolerable, expectations for what can be accomplished 

at the international level will be limited. The goal may not be to eliminate conflict in cyberspace, 

but instead we can understand efforts at the UN as part of a larger endeavour to manage the 

level of conflict in the domain, and as such, draw on conflict management literature, concepts 

and practices to advance the current international discussions.

The study of conflict management and resolution draws on sources from a wide range of 

disciplines, including anthropology, psychology, economics, peace studies, mathematics, law, 

and political science. The concepts are applied and practiced in a variety of settings, including 

corporate and industrial workplaces, judicial proceedings and criminal justice, grassroots justice 

movements and community activism, interpersonal mediation, and international diplomacy. The 

roles of various parties, models, tactics for negotiation, and principles for peacemaking and conflict 

resolution from the interstate to community level have been applied to international relations11. 

The sections below look specifically at three major aspects of the UN processes— CBMs, capacity 

building, and voluntary norms of behaviour12. While these concepts have been examined in 

their specific application to cyberspace13, here they are mapped to three elements of conflict 

resolution: fostering genuine dialogue, democratising power, and establishing rules for “fair 

fighting”. This analysis demonstrates that the UN cyber processes have value as mechanisms in a 

conflict resolution process, though the situation is not yet ripe for more definitive breakthroughs.

Foster genuine dialogue through CBMs

The role that dialogue can play in conflict resolution varies and depends on the actors, setting, and 

how dialogue processes are used. Dialogues can be focused on outcomes (concrete agreements) 

or on process, laying the groundwork for future agreement or simply building trust between the 

parties14. In intercultural dialogues, for example, dialogue is seen as a communicative interaction 

in which the parties come to understand themselves in relationship to others, as a necessary step 

in defusing tensions and preventing or resolving conflicts15. William Ury, founder of the Harvard 

Negotiation Project, writes about fostering dialogue as a core part of conflict resolution, even 

between opposing sides who lack agreement on anything of substance16. Dialogue does not 

need to aim at changing opinions or even reaching agreement on the issues. Its value can be in 

providing space for parties to talk, promoting mutual understanding, and building relationships 

to prevent escalation. 

Both the OEWG and GGE are understood as dialogues that serve process-oriented purposes 

of communication and building understanding among states about their respective positions. 

Additionally, the CBMs proposed in these processes are particularly relevant as mechanisms of 

dialogue. CBMs such as sharing information on national policies or views on how international 
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law applies in cyberspace, can help increase transparency and the understanding of each other’s 

postures, which helps interpret actions and prevent unintentional escalation in the “unpeace” 

environment. Other CBMs can contribute to facilitating direct communication in crises or after 

incidents, such as the establishment of points of contact within governments on the technical, 

diplomatic and political levels, which has been suggested within the GGE and OEWG, and 

established in regional contexts like the Organization for Security and Co-operation in Europe. 

Democratising power through capacity building

Power plays a determinative role in conflict and efforts to resolve it. Peacemaking can be 

understood as achieving a balance of powers, “an interlocking of mutual interests, capabilities, 

and wills” 17. Power dynamics within negotiations can also impact the outcomes and sustainability 

of the consensus achieved, and processes with asymmetrical dynamics can impede the likelihood 

of success18. While there are different ways of understanding “power” in international affairs, 

resources and the ability to affect outcomes are principal properties19. 

In the UN cyber processes, the power dynamics are highly asymmetrical. Cyber capacity among 

countries varies widely, both in terms of technical capabilities and infrastructure, and with 

regard to resources and structures for policy and governance. Not only does this change the 

way countries perceive threats, but it also impacts their ability to participate in international 

discussions and CBMs, and to implement norms. For example, the level of maturity of a country’s 

computer emergency response team (CERT) will determine their ability to participate in CBMs 

focused on CERT-to-CERT cooperation. An immature national CERT with two staff members 

and no profile within the national security and political apparatus will not be an effective point 

of contact for exchanging information or cooperating across borders in the face of a large-scale 

incident. Similarly, if a country does not have an established procedure for dealing with cyber 

incidents, then nominating a point of contact for a directory will be less useful if the designated 

contact does not have the expertise or resources to ensure the flow of information to the right 

points within their government. 

Cyber capacity building is a necessary step to enable countries to set their own policies for the 

use of cyber tools, and to participate in the rule-setting discussions at the international level. 

While many countries have taken steps to integrate cyber expertise into their foreign affairs 

ministries to facilitate international cooperation, many others lack such expertise or designated 

resources that makes their participation in global, bilateral and regional forums on these topics 

less effective. 

Capacity building also raises overall levels of cybersecurity and resilience, strengthening a 

country’s defences against malicious acts. This can also contribute to reduced tensions because a 

well-defended resilient country may be less worried about a certain level of threat. Underscoring 

the importance of cyber capacity building to enable implementation of norms and CBMs, the 

OEWG report outlines a series of principles to guide international capacity building efforts, 

including basing efforts on evidence, creating mutual trust between partners, and ensuring that 

efforts are inclusive and respect state sovereignty and human rights.
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Establish rules for “fair fighting” through norms

In the conflict resolution field, it is acknowledged that conflict is not always avoidable and, in 

some cases, may be necessary for parties to air their grievances and bring about change20. In 

these cases, practitioners often focus on reducing harm and containing the conflict to prevent 

unnecessary violence and devastation. One approach to this is to establish rules for “fair fighting.” 

Sometimes this involves getting parties to agree on what kinds of weapons are acceptable for 

use—examples from community violence prevention include getting gangs to settle disputes 

without guns and agreeing to a “fists only” rule. In couples counselling, “fair fighting” rules like 

dealing with one issue at a time or “no name calling” are commonly used approaches to manage 

conflict and each party’s response when it arises or escalates. In the context of interstate conflict, 

the doctrine of mutually assured destruction at its most basic level established a “rule” for the US 

and Soviet Union—do not use nuclear weapons in a first strike. 

The 2015 GGE norms are an effort to establish rules for fair fighting as states continue to use 

cyberspace as a strategic domain. Some of these norms are restraining on state action, such 

as designating critical infrastructure or CERTs as off limits to attack; others are prescriptive, 

describing responsibilities states should take, such as not allowing malicious ICT activity to be 

conducted on their territory. For instance, the 2021 ransomware incidents attributed to Russian 

criminals are being discussed under this latter norm. In this case, the US has argued that Russia 

has an obligation to act against the DarkSide criminal group in the wake of the Colonial Pipeline 

ransomware incident21.

   Limitations: Accountability and Ripeness

While dialogue, equalising power dynamics and establishing rules of the road are constructive 

additions to the goal of greater stability in cyberspace, there are limitations to what the UN 

processes can achieve. One of the divisions in the UN discussions is around accountability for 

violating the agreed-upon norms. Often, conflict resolution and mediation approaches use a 

third party to point out violations, a role likened to a referee22. However there is no referee in 

cyberspace and the enforcement of international law relies on the will of states. While proposals to 

establish international accountability mechanisms abound, they face steep political and practical 

hurdles23. For some, this signals the limitations of a norms-based, legalistic approach, and has 

implications for the foreign policy of individual states24. From a conflict resolution standpoint, 

this may indicate that that the situation is not yet ripe for deep consensus and norm adherence. 

Ripeness is a key concept in conflict resolution and mediation, describing the characteristics of 

a situation that drive parties to agreement, usually when the situation reaches either a plateau (a 

mutually hurting stalemate in which all parties feel uncomfortable in the current situation without 

an end in sight) or a precipice (a realisation that the situation is rapidly becoming worse, with an 

impending crisis if it is unresolved and policy options that are usually limited to major escalatory 

actions with uncertain outcomes)25. The current situation in cyberspace is worsening in terms of 

more frequent, larger-scale attacks and many states have expressed concern. It is clear, however, 

that the current costs of malicious action are not seen as intolerable and neither a plateau nor 

precipice has been reached for major powers. The UN processes can help raise the voices of other 

countries concerned about the situation but will likely not existentially change the calculations for 

larger states until other costs are felt.  
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   Conclusion

The status of international consensus on rules of the road in cyberspace neither indicates a failure 

of international diplomacy or a sure sign of success. While congratulating themselves upon the 

adoption of the OEWG report, many countries also expressed displeasure with significant aspects 

of the report. However, the OEWG and GGE outcomes represent a “line in the sand,” according 

to one diplomat, from where the proverbial trudge up the beach can begin26. 

The next step is again going to be about process. Russia proposed a new OEWG before the first 

one finished, which held its first meeting in June 2021 and is underway until 2025. A Programme 

of Action was also proposed by the EU and 40 states as a mechanism to advance discussions 

about responsible state behaviour in cyberspace under one multifaceted process27. This fractured 

approach highlights the difficulties that remain but does not necessarily undermine the goal of 

international consensus. A fractured approach can also offer opportunities. The proliferation of 

initiatives for like-minded groups, such as the Paris Call for Trust and Stability in Cyberspace, 

the joint statement by 28 states on upholding the normative framework, and private sector-led 

initiatives like the Charter of Trust and the Cybersecurity Tech Accord are critical in socialising 

the norms and CBMs, building a body of thought around them, and generating new ideas and 

approaches towards their implementation. Like-minded groups focused on pointing out norm 

violations are also part of the process, such as when the US and allies issued a joint statement 

attributing the 2021 exploit of vulnerabilities in the Microsoft Exchange server to China’s Ministry 

of State Security28. The current lack of interstate consensus on violations should not be seen as 

indicative of failure. Scholarship on international norm evolution indicates that when new norms 

are raised, there is a period of conflict between advocates of the new and supporters of the old29. 

As countries continue to affirm the 2015 GGE norms in public, multistakeholder processes like 

the OEWG, the hypocrisy of their violations are not without some cost and the “civilising force of 

hypocrisy” can eventually prompt shifts in behaviour30.

Breakthroughs in conflicts often happen through shifts that were unimaginable at the start, and 

the UN processes represent nascent stages of resolution31. At this point, many states still see 

the status quo of “unpeace” as useful to achieve their strategic aims. The conflict management 

mechanisms to establish dialogue, build trust and mutual knowledge about national positions 

and understandings, and discuss red lines in cyberspace are crucial prerequisites for states to 

engage in deeper negotiations and possible resolution when the time is ripe.
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Codes and Coalitions: Path to Global Codes and Coalitions: Path to Global 
Governance of Artificial Intelligence?Governance of Artificial Intelligence?
Smriti Parsheera

Technology governance approaches are often cast as binaries—democratic or authoritarian, 

liberal or illiberal, and innovation-enhancing or rights-preserving. A closer look at the actions 

of state actors, however, suggests that domestic responses to critical technologies are far from 

settled. Similarly, governance by non-state actors also remains fluid and erratic. This is often 

because the boundaries of critical technologies and the scope of their benefits and risks remain 

contested. Current debates around the governance of artificial intelligence (AI) demonstrate many 

of these characteristics. Several voluntary codes of conduct and national strategies have come 

up to try and address the social, economic, ethical, environmental, and governance implications 

of AI. But the emerging nature of such technologies and their diverse applications and impacts 

tends to make AI governance a moving target. 

Against the background of evolving use cases, national priorities, and polarised international 

classifications, a global consensus on the governance of critical technologies seems far from sight. 

In the interim, countries have started turning to multilateral, minilateral and bilateral coalitions 

to shape their cooperation on, and the governance of, critical and emerging technologies. The 

Organisation for Economic Co-operation and Development (OECD) principles on AI, the Global 

Partnership on Artificial Intelligence (GPAI), the Quad Critical and Emerging Technology Working 

Group, and the D20 are some examples1. 

   Which Technologies, What Forms of Governance?

To understand the context and scope of international coalitions on emerging technologies, it 

would be useful to begin with a brief conceptual framing on two questions. First, what are the 

types of technologies that are being classified as emerging or critical, and to what extent do 

these categories coincide? Second, what are the governance modalities that become relevant in 

this context? 

In July 2020, the Australian government set up a Critical Technologies Policy Coordination Office 

to guide its strategy on the developments, opportunities and risks related to critical technologies. 

They define such technologies to mean “current and emerging technologies with the capacity to 

significantly enhance, or pose risk to, our national interests (economic prosperity, social cohesion 

and/or national security)”2. The criticality of the technology in this case, therefore, stems from its 

relationship with national interests, which itself is defined fairly broadly. The Quad alliance, which 

has Australia, India, Japan and the US as its members, has opted for an even broader framing. 

They include both emerging and critical technologies within the ambit of a newly formed working 

group on these subjects3.

The general understanding of emerging technologies accounts for characteristics such as 

novelty, fast pace of growth, socioeconomic implications, and a certain degree of uncertainty 

and ambiguity4. Commonly cited examples of such technologies include AI, 5th generation 
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(5G) telecommunications networks, blockchain, Internet of Things, and quantum computing5. 

Policy documents and academic literature are replete with discussions about the transformative 

potential of these technologies but also the harms that they could cause. This includes hard 

impacts of technology on aspects like human rights, health, safety and environment, as well as 

softer impacts in spheres like social relations and morality, issues which find a smaller space in 

political debates6. 

This paper will focus on the governance of AI. The classification of AI as an emerging technology 

seems obvious and yet fallacious at the same time. AI as a field has been around for over six 

decades, making it a somewhat old technology. But recent advances in the scale, capabilities 

and significance of AI have spurred calls for a more meaningful governance. This has resulted 

in a proliferation of AI principles in national AI strategies, private sector codes, and several civil 

society and multistakeholder initiatives7. Intergovernmental cooperation on this issue, however, 

has remained limited. The OECD’s AI principles, adopted in May 2019, were the first notable 

exception8. Since then, these principles have also been endorsed at the 2019 G20 summit at 

Osaka9, and by the 19 member states that currently form part of the GPAI initiative10. 

Before getting into the specifics of these developments, it would also be useful to clarify the 

context in which ‘governance’ is being used in this paper. To avoid any conflation between 

governance and regulation, it is worth clarifying that regulation is only one type of governance. 

It usually involves the use of formal tools like laws, treaties, and conventions. But governance 

can also be informal, relying on soft law, networks, partnerships, and collaborations to shape 

the relationships between different actors11. Much of what we are currently seeing in the form 

of alliances between ‘like-minded nations’ on emerging and critical technologies falls under the 

domain of informal governance. 

The concept of governance can therefore be seen through several lenses, including based on 

the actions involved, responsible actors, and the degree of formality in the process. Academics 

Jon Pierre and B. Guy Peters offer a useful breakup for four activities that collectively amount to 

the practice of governance—articulating a common set of priorities for society; coherence and 

coordination; capacity for steering; and accountability for actions12. They posit that government 

actors maintain a central, although not exclusive, role in the performance of these activities. 

Beyond this, each type of emerging technology has its own governance networks, consisting 

of a complex set of actors with varying interests and strategies13. Ultimately, it is the interaction 

between numerous state and non-state actors, like firms, consumers, civil society groups, 

and international organisations, that shapes technological governance. This understanding is 

supplemented by Lawrence Lessig’s powerful categorisation of ‘code as law’ 14 and the literature 

on co-production of technology and society, which demonstrates how societal forces can shape 

the contours and trajectory of technology15.

   Emergence of International AI Coalitions

The internationalisation of the AI governance debate in the past few years can be traced back 

to the G7 Ministerial Declarations at Kagawa, Japan, in 2016 and Montreal, Canada, in 201816. 

The latter contained a specific declaration of a vision for the development of ‘human-centric’ AI, 

which was further elaborated through the Charlevoix common vision document17. Soon after, 
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the OECD adopted its recommendations on AI in 2019, which consists of five principles and five 

recommendations on fulfilment through national policies and international cooperation. The five 

principles aimed at creating responsible stewardship of trustworthy AI are:

• Inclusive growth, sustainable development and well-being in terms of augmenting human 

capabilities, advancing inclusion, reducing inequalities, and protecting natural environments.

• Human-centred values and fairness through respect for the rule of law, human rights and 

democratic values.

• Transparency and explainability to foster a general understanding of AI systems and enable 

those affected by such systems to challenge their outcomes.

• Robustness, security and safety throughout the lifecycle of AI systems.

• Accountability of AI actors for the proper functioning of AI systems and for the respect of 

these principles.

Alongside these principles, the OECD recommendations urge adhering nations to invest in AI 

research and development, shape an enabling AI policy environment, build human capacity, and 

pursue international cooperation. This text finds clear parallels in the contents of the Montreal 

Declaration. Similar priorities have also been identified in numerous other national level and 

private AI principles. But what distinguishes the OECD conversation is the direct involvement of a 

fairly large number of countries in the deliberations and adoption—so far, the recommendations 

have been adopted by 38 OECD member states and eight non-members18. Although the 

principles are non-binding, the OECD envisages ongoing monitoring of the AI strategies adopted 

by adhering countries. The tasks of monitoring implementation, framing practical guidance, and 

promoting information sharing among stakeholders falls upon the OECD Committee on Digital 

Economy Policy acting through its AI Observatory. 

While the OECD principles speak the language of human values, safety and accountability, 

AI governance also bears massive economic implications. This holds true for countries and 

businesses that are investing in these technologies. The attempts by the G7 and OECD, where 

many of these business interests are housed, in pursuing international discussions on AI are, 

therefore, unsurprising. But as noted earlier, the principals have also received broader support 

in forums like G20 and the GPAI.  The three AI initiatives—G20 principles, OECD principles and 

GPAI—have common member countries, with the G7 states and a few others playing a central 

role in all discussions (see Figure 1).

The G20’s support for the AI principles developed by OECD at the Osaka meeting was a notable 

development for a couple of reasons. The group represents 20 of the world’s most systemically 

important advanced and emerging economies. The involvement of the BRICS countries, and other 

emerging economies like Indonesia and Saudi Arabia, therefore, added more global legitimacy 

to the OECD’s AI agenda. Academics Jan Wouters and Sven Van Kerckhoven have illustrated 

how the OECD and G20 often serve as mutual reinforcements for each other’s agendas; for 

instance, the OECD’s Tax Information Exchange Agreements saw a massive surge in adoption 

due to political endorsement by the G20. The authors also highlight that this bonhomie can 

sometimes work to the disadvantage of non-member countries19.
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Figure 1: Country Participation in International AI Discussions

More specifically, the G20 is the only international conversation on AI principles that includes 

China as a participant. The country’s interest in staying closely engaged in this conversation is 

evidenced by President Xi Jinping’s comments at the 2020 G20 Summit: “China proposes a 

meeting on artificial intelligence (AI) in due course to advance the G20 AI Principles and set the 

course for the healthy development of AI globally”20.

While discussing China’s role, it is worth distinguishing between AI governance principles and the 

standardisation initiatives that are taking place in forums like the International Telecommunication 

Union (ITU).  ITU’s AI footprint includes standards on ‘machine learning for 5G’ and AI-enabled 

applications in areas like multimedia and data centre infrastructure21. The Chinese government 

and companies like Huawei are known to be fairly active in these debates22. Reports have also 

pointed to Chinese companies taking a lead in shaping ITU standards around facial recognition, 

video monitoring, and city surveillance23. These developments on the standardisation front are 

seen as one of the triggers for pushing forward the debate on AI principles and norms.

As one of the world’s leading AI powers, China’s absence from the GPAI, which is the first 

international multistakeholder initiative dedicated to AI, is both conspicuous and deliberate24. 

GPAI was launched in mid-2020 with 15 founding members25. Membership is now open to all 

countries, provided they endorse the values reflected in the OECD recommendations26. The 

various elements of GPAI’s formal structure include a council, a steering committee, a secretariat, 
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a multistakeholder experts group plenary, and issue-based working groups. The GPAI council 

will consist only of member states but the steering committee will have a majority (six out of 

eleven) of non-government participants. In the spirit of multistakeholderism, this will include 

representatives from the fields of science, industry, civil society, labour/trade unions, and an 

international organisation.

The GPAI’s terms of reference clarify that it will not develop norms or work on issues of national 

defence. However, non-adherence to the OECD principles could be grounds for termination 

of membership. This represents a form of semi-formal governance, with the OECD principles 

becoming the de facto standard of governance. The OECD’s appointment as the GPAI secretariat 

further cements the linkages between the two forums. Further, two centers of expertise have 

been set up in France and Canada. Despite the global labeling, this institutional setup indicates 

a West-centric start for the GPAI.

   Barrier or Path to Global Governance?

What impact will the various AI coalitions have on global AI governance? The term global 

governance “encompasses activity at the international, transnational, and regional levels, and 

refers to activities in the public and private sectors that transcend national boundaries27.” By 

definition, this includes actors and actions that go much beyond the 54 countries and the 

European Union that are currently in this debate.  Yet, all the forums previously discussed rely 

on a state-centric model for determining the pathways to AI governance. This is subject to some 

exceptions, as in the case of GPAI, which has tried to build in a more multistakeholder approach, 

although the model clearly remains a state-led one. Moreover, the participation of nation states 

in these debates remains far from equitable. 

The current design of international AI discussions, therefore, poses certain barriers in terms of 

priorities, participation, and perspectives. This can present challenges in identifying the right 

goals and building enduring coalitions. 

Priorities: The idea of human-centric and trustworthy AI lies as the heart of the OECD’s AI 

principles. By extension, this is also mirrored in all the other initiatives. Many more countries are 

likely to endorse these principles in the years to come to gain membership into these exclusive 

clubs. But are these priorities that were originally set by a group of like-minded, democratic, 

largely market-driven economies, necessarily the most suitable? Jessica Cussins Newman points 

to how the focus on human centeredness is one of the main points of disconnection between the 

G7/OECD led and Chinese approaches. She refers to the work of Chinese scholars who emphasise 

the need for a more `harmonious’ approach. This would account for the coexistence of human 

and AI alongside other goals like sustainable development and avoidance of monopolies28. 

Divorced from the labels of a Western-led or China-led approach, many countries, particularly in 

the developing world, might find themselves in sync with similar priorities.

Participation: Almost all the countries that are currently a part of AI discussions belong either to 

the group of advanced or emerging economies. The exclusion of less developed nations from 

these conversations leaves them to either accept the available principles as fait accompli or remain 

excluded from the gains of AI knowledge sharing systems. These concerns are compounded by 

the gap in the available evidence on the impact of new technologies in developing countries 
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and the limited public debate on technology in these regions29. At the same time, the role 

to be played by the OECD and the centers of expertise in France and Canada in the GPAI’s 

activities could lead to questions of effective participation within the alliance. Any attempts at 

multistakeholderism within such forums will also have to contend with the risk of prioritising the 

participation of non-state actors from select countries on the grounds of relative ‘expertise’.

Perspectives: Concepts like fairness, robustness, and accountability, while universally appealing, 

are not always easy to translate into practice. On the one hand, there is the concern that these 

principles might be stuck at remaining lofty goals without converting into tangible outcomes. 

On the other, the principles could also end up being applied in a manner that is not suited for 

the specific social, economic, and cultural context of each country30. The emphasis on practice 

guidance, best practice notes, and comparable metrics could add to the drowning out of 

differentiated perspectives.

The emphasis on ‘like-mindedness’ as the basis for the formation of the coalitions also stands 

to be questioned. This is true both in terms of the desirability of such an approach and whether 

such like-mindedness exists among the coalition partners. On the first point, the concept of 

like-mindedness often becomes a tool for the othering of countries like China and Russia, which 

will continue to pursue their own AI agendas outside of these conversations. While competition 

among AI principles could be a good sign in general, the clearly demarcated boundaries of ‘us vs 

them’ makes it unlikely to see countries switching between frameworks. An insistence on likeness 

therefore sets the stage for parallel and fragmented AI governance systems. At the same time, 

the partnering states are at different stages of the technological development and adoption 

cycle. They also display differing dynamics in terms of the effectiveness of courts and democratic 

institutions, state capacity, role of industry, and robustness of civil society engagement. Further, 

it is well recognised that technologies often foster a politics of their own31. The use of facial 

recognition technology for surveillance and law enforcement purposes is a case in point. While 

many countries have rightly called out China for its rampant use of facial recognition, particularly 

for surveillance against marginalised groups like the Uyghurs, this technology is being used by 

states across the political spectrum32. The use of facial recognition for surveillance could end up 

creating an authoritarian form of political life even in countries that are otherwise democratic 

in character, albeit with slightly better institutional safeguards33. Assumptions of likeness or 

otherness based on broad political or value systems may therefore be illusory. 

Countries also differ in their approach to data governance, particularly on the free flow of 

data, which can have significant implications for AI governance. Alongside the adoption of 

the AI principles, the 2019 G20 meeting at Osaka also saw the initiation of a new initiative for 

discussions on ‘data free flow with trust’34.  India, Indonesia and South Africa, however, refused to 

go down the path of what is known as the Osaka Track. India’s reservations stem from its desire to 

preserve policy space to make rules around data protection and e-commerce, and concerns that 

uninhibited cross border flows will hamper data access35. Among the GPAI members, India and 

Slovenia are the only countries that are not part of the Osaka Track36. While data flows are not 

explicitly mentioned in the AI principles, it may only be a matter of time before this discussion 

crops up in the context of creating an `enabling policy environment for AI’.  
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The limitations highlighted above, however, do not make a case for the abandonment of the non-

binding coalition approach. Rather, they should be seen as inputs for refining—and recognising 

the limitations of—GPAI-like forums. As things stand, the risks posed by the unchecked growth 

of AI are real and immediate, but the possibility of a global accord through traditional forums 

like the UN is not. The roadblocks encountered in the work of the UN-constituted Group of 

Governmental Experts in the area of lethal autonomous weapon systems is illustrative in this 

regard37.

In addition to being infeasible in the short to medium term, any sort of binding international 

norms may also not be undesirable at this point of time. One of the defining features of 

emerging technologies is the uncertainty surrounding their applications and outcomes. This 

implies that either the outcome of using the technology in a particular context or the probability 

of that outcome are not known in advance38. As a result, the complexity of choosing the right 

governance approach and the possibility of government failures is relatively high. Governance 

models therefore need to be tentative and adaptive in nature. This can be understood to mean 

an approach that is incremental, non-finalising and prudent in the sense that it relies on the 

lessons from a trial-and-error process39. Binding international commitments do not offer scope 

for such malleability. 

   Conclusion

Non-binding coalitions on emerging and critical technologies, such as the AI principles adopted 

by OECD members and endorsed by G20 and GPAI, appear to be the new normal in global 

technology governance. These frameworks could offer the benefit of peer learning and informal 

scrutiny without the heavy handedness of binding international norms, which appear both 

infeasible and undesirable at this time. But the coalition-based approach comes with its own set 

of challenges, particularly in terms of gaps in priorities, participation, and perspectives. 

Except for the G20 forum, which represents a slightly broader spectrum of participants, 

international discussions on AI principles have so far been limited to a ‘like-minded’ set of countries. 

This has resulted in the proliferation of one set of principles developed by the G7/ OECD to 

multiple forums. But healthy competition among AI principles is as vital as competition among AI 

technologies themselves. Instead of insisting on adherence to the OECD AI recommendations, 

the G20 and GPAI should encourage participating states to use those principles as a starting 

point for further deliberations. That would prevent the imposition of the values of a few states 

on a vast majority of others, while allowing the injection of new ideas and priorities into the AI 

governance debate. The G20, which includes participation from China and Russia, presents a 

particularly important site for breaking away from the mould of like-mindedness toward more 

broad-based solutions. 
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Responsible Behaviour, Accountability Responsible Behaviour, Accountability 
and Consequences in the Chrome Ageand Consequences in the Chrome Age
James A. Lewis

A general lack of governance plagues the internet, but there are widely differing views on how to 

remedy this. There is deep disagreement among powerful states on how to proceed, particularly 

with regards to cybersecurity.  This disagreement complicates the discussion of cyber norms. 

One complication was semantic, but reflected a deeper confusion. Norms are not implemented, 

they are observed. For a time, there was a discussion of how to “implement” norms, often 

accompanied by proposals for various new (and always redundant) norms. This discussion was 

not so much unhelpful as irrelevant. The issue is not implementation or proposing additional 

norms or even to clarify existing ones. The issue is to ensure that agreed norms are observed. 

Norms by themselves are insufficient.  Changing this requires states to decide what to do when 

another state chooses to ignore what has been agreed to at the UN.  

The most important norms for state behaviour in cyberspace are found in the UN Charter—

respect for sovereignty, non-interference in internal affairs, refraining from the use of force or 

the threat to use force against another state. These foundational norms are frequently ignored. 

In response to increased concern about cyber threats to peace and stability, states developed 

additional norms for cybersecurity, and reached consensus on eleven specific norms developed 

by the 2015 UN’s Group of Government Experts (GGE that define responsible state behaviour in 

cyberspace). While there are gaps in the 2015 norms, these are adequate to guide state action.  

These norms have since been endorsed by all UN member states at the conclusion of the Open-

Ended Working Group (OEWG) in May 2021 (and the 2021 GGE, which concluded a month later, 

added useful clarifications). The OEWG agreement made these cyber norms politically binding.   

Not all nations feel impelled, however, to observe them. A failure to observe norms is not 

addressed by creating additional norms, The failure reflects a national decision that norms can 

be ignored with impunity. It also reflects the absence of any consequence or penalty by the 

international community for a decision to ignore norms. Creating accountability, which may 

require the imposition of consequences, is the key to making agreed norms meaningful.  

The need for penalties against violator nations points to the central role of States in making norms 

meaningful. States are uniquely placed to remedy the failure of another state to observe agreed 

norms. State efforts should be reinforced by civil society and the private sector, but experience 

shows that the countries that do not observe agreed norms are unlikely to be swayed by the 

actions of civil society or the private sector alone. State action is required. Close cooperation 

between civil society, the private sector, and governments is essential. This is not the case in 

authoritarian regimes, and while a failure to involve civil society and the private sector may 

ultimately weaken authoritarian states, the immediate responsibility for creating and enforcing 

codes and norms falls on states, who must develop the diplomatic, military and intelligence 

strategies to increase adherence to what has been agreed. Very little work has been done to 

create such strategies  
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This reflects long-established state practice on the use of force.  Force, or the threat to use 

force, is the ultimate source of accountability against another state when persuasion has failed.  

Sovereigns have rights to use force that private actors do not. The centrality of states also reflects 

differing capabilities for the use of force and diplomacy, as states have institutions dedicated to 

the use of force and coercion. 

   Accountability

The GGE norms endorsed by the General Assembly were a first step towards building cybersecurity 

in a “rules-based” international environment, but agreement on norms is by itself not enough. 

Sovereignty is routinely violated through cyber intrusions (most recently demonstrated by China’s 

“Hafnium” intrusion)1; coercion is routinely employed as part of a growing pattern of activity 

to interfere in the internal affairs of other nations (notably by Russia’s frequent interference in 

national elections in Europe and the US). What we can conclude from these disturbing trends 

is that agreements that lack commitments from powerful states or that fly in the face of state 

practice will prove insufficient to improve the situation in cyberspace.  For norms to have effect, 

there must be consequences for nations that choose not to observe them. States that are not 

willing to observe norms are likely to change their behaviour only if they assess the consequences 

of misbehaviour as unacceptable. The intent for the imposition of consequences is to increase 

the observation of norms and strengthen accountability.  

Norms for responsible state behaviour in cyberspace will form part of the larger structure of digital 

governance, but only if they are given meaning through the development of consequences.  

Consequences mean the range of internationally lawful responses available to states that are 

the victim or target of malicious actions that run counter to agreed norms. While there has 

been some progress towards the imposition of consequences, this has so far been an ad hoc 

and disjointed process. Nor are sporadic responses sufficient to persuade hostile states that 

observation of norms is in their best interest.  

Consequences fall into three general categories—diplomatic, economic, and the use of force. The 

task for diplomacy is to identify specific examples of actions within these categories, communicate 

them to shape opponent perceptions of risk, and ensure greater global acceptance of retaliation. 

This task is the next step for improving the observation of norms and building collective action. 

This approach must be public. Simply announcing the development of a menu of consequences 

will not produce the needed effect. The reasons for a public discussion of consequences are 

to provide a basis for collective action among likeminded states and to socialise with the 

international community the idea of imposing legitimate, justifiable consequences for a failure to 

observe norms. The development and potential imposition of consequences must be part of a 

larger diplomatic strategy by likeminded governments for how international relations will change 

given the dynamics of the risk of new powers and the weakness (perhaps temporary) of the old.  

Accountability, however, has always been a problem for the international system. The UN Security 

Council, designed to provide accountability, rarely can agree on consequences or penalties for a 

failure to observe norms of international behaviour. With rare exceptions, this has been true since 

Nikita Khrushchev thumped his shoe on the UN General Assembly’s podium, if not before. The 
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backdrop and alternative to a rules-based order remains the stark truth of the Melian Dialogue, 

“that right, as the world goes, is only in question between equals in power, while the strong do 

what they can and the weak suffer what they must.”2  Any rules-based order must be flexible 

enough to accommodate the realities of international power. No powerful state will allow an 

international organisation to impose binding rules on activities it regards as its prerogative unless 

it chooses of its own accord to do so or is forced to accept this decision. 

There has been slow progress towards reducing the Melian principle’s influence in international 

relations and replacing it with the rule of law, but this is far from complete. In fact, the 1945 

international system has for some time been becoming more fragile. In recent years, frequent 

appeals to a rules-based order built on international law and championed by the US and its 

allies probably reflect an awareness that this post-1945 rules-based order is in decline. The US’s 

ability to promote accountability has weakened, but that does not translate into it being replaced 

by China, which, despite its wealth, lacks both an appealing alternative vision for the global 

order (unless one is entranced by Xi Jinping thought, and few are) or the diplomatic skills to 

attain preeminence. What China’s rise does mean, however, is that our assumptions about the 

effectiveness of rules, the nature of stability, and environment for conflict, are increasingly open 

to question, creating a more difficult landscape for the observation of norms and for diplomacy.  

This erosion of an American-led international order and China’s desire to replace it shapes the 

global agreement on cybersecurity. Effective agreement on cybersecurity could help reverse this 

decline, as part of a larger effort to create new rules and institutions to govern the digital space. 

But any new international order will not be global. It will be based on agreement among a smaller, 

like-minded community of nations. Acceptance of the rule of law is a fundamental criterion for 

membership in this community. This means that a degree of bifurcation is unavoidable.  

Accountability raises other issues. These include attribution and information-sharing, mechanisms 

for coordination, and agreement on proportionality. All will need to be developed by states to 

create a collective approach to accountability.  The community of norms-observing states can 

create accountability by using the 2015 GGE norms as a framework for action when there is a 

failure to observe them. The goal is to reduce the number, scope, and risk of malicious cyber 

actions. To achieve this, they must be prepared to act collectively against those who do not 

chose to observe the agreed norms. This will require mechanisms for cooperation (probably 

informal) and common understandings of attribution, proportionality, and managing any risk 

from responsive action. The ultimate arbiters of responsible behaviour are other states, operating 

in the political process of diplomacy.

   Attribution

Attribution of the source of a malicious action is essential.  While attribution capabilities vary 

widely among countries, private sector actors, such as FireEye or Cloudstrike, now have the 

capability to attribute the source of a hostile cyber action. This progress in attribution is not 

recognised in the international community, and there is a lack of agreement on what level of 

attribution is required for cooperative action among states, but these issues can be remedied and 

should not prevent steps to increase accountability or impose consequences.  
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The discussion of cybersecurity has been hampered by confusion over what is meant by 

attribution. Some see it as technical and forensic; others see it as a legal construct. The chief 

obstacles are political.  Attribution of the source of a malicious cyber action will remain a national 

decision and any construct for collective action must recognise this. A sovereign state has the 

right to decide who attacked it. States will not give up that right to an international attribution 

mechanism or some international arbiter for attribution, and such proposals are unlikely to ever 

find agreement. The International Atomic Energy Commission (IAEA) is not a precedent. It is 

based on a treaty that reflects political agreement among states that the development of nuclear 

weapons is unacceptable. There is no such agreement for cyber actions. The IAEA has technical 

standards for attribution based on the physical attributes of nuclear activity. Such standards 

do not exist for cyberspace. Attribution remains the prerogative of states and taking collective 

action will depend on one state persuading others of the validity of its case.   

There is still a general tendency in cybersecurity to overvalue technical aspects of the discussion. 

We are not talking about technical attribution when it comes to collective action to impose 

consequences on states that fail to observe norms. Nor is this the kind of attribution required 

by a court of law. There are no judges in cyberspace, impartial or otherwise, and the evidentiary 

standards required in court are profoundly inappropriate for relations among states. The object 

is political attribution, a decision by a state that it is persuaded as to the identity of an attacker. 

There have been recent examples of political attribution, including European Union (EU) sanction 

on Russia for hacking the German Bundestag, and the identification by NATO, the EU, Australia, 

Britain, Canada, Japan, New Zealand, and the US that China was responsible for an enormous 

hack on Microsoft Exchange3.

   Proportionality 

These recent actions are valuable first steps, but they raise questions of whether the response 

was effective. The ultimate measure of effectiveness is an observable change in hostile state 

behaviour (and this will not occur in a single instance, as if cybersecurity was a ping-pong match). 

Proportionality is also a requirement. States that observe international law will seek proportionality 

in any response. Defining a proportional response will also be essential for creating the agreement 

among states for collective action, but proportionality must be approached strategically. A tit-

for-tat exchange is unlikely to be effective, given how long the US and others have allowed 

Russia and China to act without penalty.

Determining proportionality for a response to a malicious cyber action that is both effective and 

lawful remains difficult. Malicious action will be coercive, a violation of sovereignty, harmful, but 

will most likely not count as an armed attack or use of force. At most, it may involve the threat 

to use force. This makes simple equivalence in response inadequate. What is the proportional 

response to the hacking of an election by a country where elections are a sham? Retaliatory 

hacking of an election whose outcome is known well before any voting is pointless. An initial 

conclusion is that proportionality cannot be limited to cyber responses. A second is that our 

current understanding of proportionality may be inadequate and equivalence in response may 

need to be determined by the overall and cumulative pattern of malicious activity rather than a 

specific, individual event.  
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While it is possible to draw precedents from kinetic action to determine proportionality, this is 

insufficient. There is tacit agreement among active cyber powers to avoid cyber actions that cause 

physical destruction, damage, or casualties, and therefore do not qualify as the use of force, and 

while there is growing consideration of the parameters of “logical” destruction (such as erasure 

or disruption of data) there is not yet consensus on this.  Kinetic precedents are inadequate for 

determining the proportional response to malicious cyber actions, particularly if they involve 

economic espionage or influence operations. If cyber actions destroy critical infrastructures, 

there is ample precent for response. If cyber action destroys a telecommunications manufacturer 

through the theft of intellectual property, the precedents are much less clear.      

Proportionality and attribution are essential ingredients for a politically acceptable response to 

malicious cyber action—acceptable to domestic publics, to allies and to the global community. A 

proportional response will be seen as just, but proportionality is complicated because responses 

cannot be sporadic, reactive actions if they are to affect opponent behaviour. Promoting the 

observation of norms will require a strategy of sustained engagement for the imposition of 

consequences. 

One dilemma created by decades of failure to respond to malicious cyber acts is that those 

who fail to observe norms do not believe they face any risk and dismiss the non-forceful actions 

preferred by democracies. Censure, indictments, and sanctions do not appear to have any effect. 

This stems from more than cyber operations. The failure to respond effectively in Ukraine, Syria, 

and the South China Sea created a perception that norms of international behaviour can be 

ignored. The immediate effect of this is that merely threatening to impose consequences will, at 

least at first, not be seen as credible.    

   Escalation

Responses to malicious cyber acts have been hampered by unreasonable concerns that any 

counter action will lead to an escalation of conflict. This has undercut the observation of norms.  

We now have sufficient experience with cyber conflict to know escalation is much less likely than 

was originally expected. The risk of escalation from cyber actions is exaggerated. The states 

with the most advanced cyber offensive capabilities treat cyber as a strategic asset and control it 

tightly. A fondness for hypothetic scenarios, a legacy of the Cold War nuclear fears, contributes 

to miscalculation. There has never been a cyber incident that resulted in the escalation of conflict. 

The reasons for this are suggestive for the nature of international conflict in the first decades of 

the twenty-first century. Escalation is unlikely in part because nuclear powers, even in South Asia, 

have been exceptionally reluctant to use nuclear weapons, despite possessing them for decades. 

Despite occasional nuclear saber-rattling by authoritarian, states are cautious and unwilling to 

risk nuclear war4. The existential nature of nuclear war makes it difficult to coolly assess risk. Even 

below the nuclear threshold, however, conventional war between major powers is too damaging 

and too expensive to be sustained for long periods. We can test this by looking at conventional 

conflicts over the last decade that have tended to be short and limited in scope (the US’s costly 

misadventures in the Middle East do not qualify, as these were against poorly armed, irregular 

opponents). 
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Precision guided munitions and unmanned aerial vehicles, guided by greatly improved 

reconnaissance capabilities, have changed warfare, and make it more costly. The mix of precision-

guided munitions unmanned aerial vehicles and cyber actions allow for states to create strategic 

effect without using nuclear weapons. Developments in hypersonic delivery vehicles and artificial 

intelligence-enhanced weapons will further expand this capacity for non-nuclear strategic effect. 

National strategies have not fully accommodated this technology-driven change in how wars will 

be fought. The cost of nuclear and conventional conflict is one reason why cyber operations are 

so attractive; the risks of retaliation for cyber actions are disproportionately small compared to 

the benefits, but it is also one reason why nations are careful to avoid escalation risks.  

Manipulating the fear of escalation is a standard tactic for some authoritarian states to inhibit 

any response to malicious cyber action. Even if common understandings on attribution and 

proportionality are developed, there will need to be a greater acceptance of risk by democratic 

states if norms are to be made effective. Risk intolerance in enforcement actions may be the 

greatest impediment to effective norms.  

Fears about retaliation have ceded the initiative to less risk-averse, authoritarian states and have 

handicapped the development of effective responses. Miscalculation of the risk of escalation 

reflects the overly powerful influence of strategic concepts inherited from the twentieth century 

and the threat of global nuclear war, It damages security to apply the template of twentieth 

century strategy to the problems of the twenty-first century without recognising the constraints 

that nuclear weapons have created and the changes and new technologies have brought for 

interstate conflict among nuclear powers. 

The concept of deterrence, which dominates much of US thinking, may undercuts the 

observation of norms. How does one deter a failure to observe norms? Deterrence involves 

certain symbolic actions—amassing missiles, making declarations of redlines—intended to 

shape opponent calculations of risk, but the immense difference in risk between cyber action 

and nuclear action means that deterrence symbolism lacks the heft and credibility needed to 

affect cyber opponents. If it were possible to credibly associate a nuclear response to a cyber 

action, deterrence might work, but a nuclear response to any cyber action undertaken would be 

unacceptably disproportionate and ensure a much greater risk of retaliation. 

   Consequences and Digital Diplomacy

Cyber operations have become a permanent and increasingly important element of international 

conflict. How countries use cyber operations is determined by their larger interests, by their 

existing strategies, experience and institutions, and by their tolerance for risk, but many have 

experiments and more have developed the capabilities need for offensive operations. This 

means that developing effective rules, or at least shared understandings among major cyber 

powers on use and norms has become a vital diplomatic task.  

Changing opponent perceptions of the risks of taking cyber actions contrary to agreed norms 

offers the best avenue to increased stability, or at least decreased levels of malicious actions.  

For norms to have effect, there must be consequences for nations that choose not to observe 

them.  Restoring credibility with the intent of giving norms effect will require the development 
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of a menu of consequences that are politically acceptable to a global audience and effective in 

changing behaviour. Credible threats of punishment for a failure to observe norms is the only 

tool available since authoritarian states are not going to disappear or of their own accord decide 

to end their cyber operations. 

Ultimately, the normative framework agreed in 2015 and 2021 can reinforce the structures of 

international law and universal norms to reduce cyber conflict. The global agreement on a 

framework of responsible state behaviour was a significant step forward for building international 

cybersecurity in a rules-based environment, but experience has shown that agreement on norms 

is not enough. The digital environment has become a primary location for interstate conflict. 

Reducing the level of conflict requires not only norms but consequences for the failure to observe 

them. This will not be an easy task or without risk, but it is essential as we unavoidably move into 

a world of increased conflict between authoritarian and democratic states.
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US vs Big Tech: Ten Trends Pointing to a US vs Big Tech: Ten Trends Pointing to a 
Fundamental Relationship RebootFundamental Relationship Reboot
Nikhila Natarajan

Four antitrust cases against Google1 and one more getting cooked, two against Facebook, a 

15-month investigation by the US Congress, a scathing 450-page report2, an executive order on 

reining in online market power, Apple and Amazon under scrutiny, and plenty of ‘techlash’ bills 

gathering momentum at the state level3.  Groundbreaking action is advancing in the US—in the 

courts, in Congress and via the White House—against online market power. Hostility seems to be 

intensifying, and the digital surface area covered by the potential fallout has never been higher.

Then there is the political calculus. Democrats control the House, but they need Republican 

support in the Senate for legislation to pass. In the current 50-50 Senate,4 every senator has 

leverage, every contentious bill—Big Tech or otherwise—is one vote away from failure.

Despite political gridlock, it is increasingly clear that Republicans and Democrats have found 

common ground: Big Tech has gotten too big, the harms to children are unacceptable, our 

psychological levers are getting twisted, our vulnerabilities exploited, businesses that undermine 

public health, democracy and privacy are a clear and present danger. US lawmakers are drawing 

straight lines from the algorithmic features of surveillance capitalism to the Cambridge Analytica 

scandal during the 2016 presidential election5, to the storming of the US Capitol on 6 January 

2021, to COVID-19 vaccine misinformation and, therefore, life and death. By July 2021, nearly all 

COVID-19 deaths in the US—a country that has an excess supply of the shots—were among the 

unvaccinated.  In a 22-page advisory, US President Joe Biden’s surgeon general warned that the 

pace of COVID-19 vaccinations has slowed throughout the country, riding on vaccine opposition 

fueled by false claims on social media about the safety of shots. The US death toll crossed 

600,000 this summer and by September, the surge in cases and hospitalisations in the least 

vaccinated states overwhelmed medical workers angry and exhausted by the full circle repeat of 

the 2020 nightmare scenarios. It was smack in the middle of the pandemic’s catastrophic march in 

2020 when a steady string of Congress hearings on Big Tech went quickly from novel to routine. 

Time and again, Google’s Sundar Pichai, Facebook’s Mark Zuckerberg, Amazon’s Jeff Bezos, 

Twitter’s Jack Dorsey, and Apple’s Tim Cook appeared in video windows, for hours on end. Each 

time they reappeared on our screens, their talking points were refined by the previous encounter, 

their arguments tactically altered for the looming collision course with lawmakers and the courts, 

with one eye constantly on the markets. 

It is a severe contest. What does the fall of Big Tech, from Capitol Hill darlings to anti-trust 

targets, say about Washington DC’s changing relationship with platforms? Ten headline themes 

mark Big Tech’s souring relationship with Washington DC: 

   Wheels Turn Slowly

The US’s antitrust laws first came into being more than 100 years ago. It was a different, pre-digital 

era in American history, where the problem of ‘big’ was about the “imbalance of power between 
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the rich and those of more modest means” 6. Matt Stoller, director of research at the American 

Economic Liberties Project, notes how slowly the wheels turn on antitrust abuses. Microsoft is a 

case in point. In his book Goliath7 , Stoller writes about how, taking the cue from the companies’ 

rivals, the US Federal Trade Commission (FTC) first began investigating Microsoft over antitrust 

abuses in 1991 and closed the investigation in 1993, after which the Justice Department began 

its own probe. It took until 2000 for the court to rule for the government and lay out a plan to 

break up Microsoft. Gates appealed the decision, an ultra-conservative court overturned the 

breakup order, and in 2001, the George Bush administration dumped the case. In between all 

this, there was a moment when Gates told Businessweek, “The worst that could come out of 

this is that I could fall down on the steps of the FTC, hit my head and kill myself.” Noah Philips, 

one of the five current commissioners at the FTC, gives us a sense of the current mood within 

the organisation: “We have a lot of taking down the old and not a lot of guidance as to what the 

new will be. And that is the ultimate question, right? what is the policy going to be and what is 

the basis…?”8

   New Linchpins, New Vocabulary 

On 9 July 2021, the White House made public unprecedented aggression on Big Tech and 

antitrust9. The vocabulary shifted; the mood thereon rooted in activist ethos. On that day, the 

Joe Biden administration confirmed that it is ready to play hardball. At its core, Biden’s Big Tech 

playbook seems perched on three pillars—killer acquisitions; surveillance and the accumulation 

of data; and unfair methods of competition on internet marketplaces. 

These terms are no longer the preserve of academic research papers. We see them mainstreamed 

in the text of executive orders, investigations, and policy priorities. The people driving these 

policies and their patois signal an unmistakable shift. At the tip of the spear are Lina Khan, who 

at 32 is the youngest chair in the history of the FTC, and Timothy Wu, who serves as Special 

Assistant to the President for Technology and Competition Policy. A freeze frame that captures 

the reboot is Biden passing one of his shiny black Cross Century II Rollerball pens to Khan10. The 

swishy presidential signature that afternoon promoted competition throughout the US economy. 

Biden seems to have embraced the Khan-Wu tonality. “No more tolerance for abusive actions 

by monopolies. No more bad mergers that lead to mass layoffs, higher prices, fewer options 

for workers and consumers alike,” he said at the ceremony before signing the order. Biden’s 

initial argument, via the executive order, is that dominant internet platforms are destroying new 

players and, as a result, can extract monopoly profits and gather and exploit intimate personal 

information. These themes derive from and are hardcoded into the US Congress’s 450-pager 

scholarly and legal pushback. Broadly, the Khan-Wu view is that federal agencies must lean into 

their jobs of investigating, reporting, and creating rules of the road for big business. The new 

executive order goes there. This got hardcoded just a bit more in the Apple versus Epic litigation 

September, where without taking the game away completely,  a California judge etched  a 

serious fault line in the famed payment fortress that Steve Jobs and Tim Cook built around app 

developers11. The matter will go in appeal, perhaps from both sides. Epic’s litigation against 

Google has reached trial stage too.
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   “Buy or Bury”: The Antitrust Attack Against Facebook  

On 28 June 2021, federal judge James E. Boasberg issued a stunning rebuke of the government’s 

efforts to break up Facebook over alleged antitrust violations. After getting roasted in round 

one, federal regulators have come back with all guns blazing in round two of their antitrust attack 

on Facebook12. Led by Khan, the US government now alleges that the social network giant 

pursued a “buy or bury” strategy against rivals. Khan seems to be seeking remedies that include 

“divestiture of assets, divestiture or reconstruction of businesses (including, but not limited to, 

Instagram and/or WhatsApp)”. It is instructive here to track the basis on which the judge threw 

out the earlier complaint (but not the case), calling it “legally insufficient” to prove that Facebook 

was a monopoly. In two opinions of more than 50 pages each, the justice said that in one case, 

the FTC failed to define the market that Facebook operates in and another case that a coalition of 

48 state attorneys general sat on the sidelines for too long13. As Facebook headquarters erupted 

in celebration, the FTC went back to work, taking the cues offered in the rebuke and sharpening 

its attack. In the new filing, the FTC laid out a detailed analysis to substantiate its monopoly 

power claim against the social networking giant. FTC voted 3-2 to file the amended complaint, 

with two Republicans voting against it14.  

   Free Speech and “Poison” 

The train wreck is not limited to the storming of the US Capitol on 6 January 2021 or the 2016 

Cambridge Analytica scandal, and extends beyond privacy and competition. As an explosive 

anti-COVID-19 vaccination campaign took wing across the country, US Surgeon General Vivek 

Murthy urged social platforms to slow the spread of the ‘poison’15. Murthy tore into dominant 

tech companies for enabling COVID-19 misinformation and called on them to redesign their 

recommendation algorithms and construct built-in “frictions”. 

“Modern technology companies have enabled misinformation to poison our information 

environment with little accountability to their users,” Murthy declared at a White House briefing 

this summer. “We are asking them to step up, we can’t wait longer for them to take aggressive 

action”16.

The White House called on Facebook to remove 12 accounts that may be responsible for as much 

as 65 percent of COVID-19 disinformation. “They’re killing people,” Biden said about Facebook, 

before dialing it down a day later17. “Misinformation poses an imminent and insidious threat 

to our nation’s health,” Murthy said. “We must confront misinformation as a nation. Lives are 

depending on it”18. It is the first time the perils of social media recommendation algorithms were 

featured in a Surgeon General’s briefing. It will not be the last. 

Section 230 of the 1996 Communications Decency Act—which is part of a larger telecommunications 

law—provides platforms protections from liability for the content users post. Twenty-six words in 

Section 230—“No provider or user of an  interactive computer service  shall be treated as the 

publisher or speaker of any information provided by another  information content provider”—

make social media, the way we know it, possible19. The question on where to draw the line 

continues to rage on. But who (all) should be drawing that line? 
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   Data Extraction

The pushback against secret data extraction seems real. The purported illegitimacy, the process, 

the subterfuge, and its outsize value to companies, all seem to be on the table. “The fundamental 

act of unilateral extraction from our lives is deeply illegitimate. And of course, without that, the 

whole rest of the edifice crumbles. When we talk about objectives in the larger chessboard, 

we need to be able to confront extraction head on. And we need to have laws that make this 

kind of secret extraction illegal. Simply criminalize it,” Shoshana Zuboff, author of Surveillance 

Capitalism, said in a 2020 interview20. “America needs a federal data protection law right now,” 

declared Marietje Schaake, international policy director at Stanford University’s Cyber Policy 

Center21.  

Ex-Facebook staffer Dipayan Ghosh points us to the “minimal” marginal technological cost of 

collecting data. The asymmetry of knowledge, he argues, left consumers well behind the industry. 

“The most striking feature of this terrible new circumstance is that the algorithmic machine has 

matured organically. It is not the result of a concerted business plan but rather an experimentally 

and empirically evolved animal trained to identify opportunities for economic arbitrage in the 

novel industry of manipulated communication,” Ghosh writes in Terms of Disservice22. 

A patchwork of privacy legislation has begun to emerge in the US, but comprehensive privacy 

laws are yet to be passed at the federal level. States are leading. California’s Consumer Privacy 

Act is out there, other states are following in that general direction. In an opinion piece headlined 

‘How Capitalism Betrayed Privacy’, Wu writes, “Mass privacy is the freedom to act without being 

watched and thus, in a sense, to be who we really are - not who we want others to think we are. 

At stake then, is something akin to the soul” 23.

The privacy issue is “far from being resolved”, write Michael Kearns and Aaron Roth in The 

Ethical Algorithm. “…But at least it is in a state where we can speak rigorously about the kinds 

of problems that can and cannot be solved by current technology” 24.

   Interoperability

What does genuine interoperability look like on social platforms? What should it look like? 

Lawmakers are pushing for answers. Big Tech does not want to make it terribly easy. “Are you 

willing to give me the right to take my data on Facebook and move it to another social media 

platform?” Zuckerberg was asked during a 2018 testimony in US Congress. “Senator, you can 

already do that,” he replied. “We have a ‘Download Your Information’ tool where you can go and 

get a file of all the content there and then you can do whatever you want with it” 25.

Those who have ever tried this know better. What you get is a text file loaded with your friends’ 

names and their joining dates. “Breaking up social media without ensuring interoperability is 

perhaps the worst of all possible approaches,” writes Sinan Aral in The Hype Machine. One of 

the many challenges he mentions is what he calls the “transparency paradox”—the tensions 

between being more open and cranking up security at the same time, between free speech and 

data protection, privacy integration and election integrity. 
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   The Media

In the US, there seems to be growing cognisance of how disproportionate revenue sharing 

between Big Tech and media publishers is hollowing out the local news industry. In 2019, just 

16 percent of the US $134 billion that advertisers spent through Google went to more than two 

million non-Google properties26, which includes news publishers that also sell their advertising 

space through Google’s exchange and buying tools. Approximately 25 percent of all newspapers 

in the US have merged or gone out of business in the past 15 years. Between 2018 and 2020, 

300 newspapers went bust and 6,000 journalists lost their jobs27. US lawmakers are getting 

more involved. The Journalism Competition and Preservation Act has been reintroduced for the 

third time since 201828. If it makes headway, the bill will offer a pathway for news publishers to 

negotiate as a group with “dominant online platforms” for a larger share of online advertising 

revenue. News publishers are supporting this effort, along with the Local Journalism Sustainability 

Act29, which proposes annual US$250 tax credits to encourage Americans to subscribe to local 

news or donate to local nonprofit news organisations. That bill—which has caps of different 

dollar amounts for news subscribers, publishers, and small businesses that advertise in local 

newspapers—is gaining traction on Capitol Hill and has picked up 70 cosponsors. The rising 

wave of legislation specific to the news industry adds to the growing pile of so-called “techlash” 

bills in statehouses, where there is a growing bipartisan effort to install new guardrails against Big 

Tech platforms around matters related to antitrust, consumer privacy, and public interest. The 

politics are tough, positions are hardening, and the fight is on to frame a new narrative. 

   Harms to Children

Child-oriented apps and manipulative influencer marketing that profit from a vulnerable section 

of the population are in the firing line. Lawmakers are blaming Big Tech for hijacking children’s 

minds and for steering them toward Big Tech goals. If kids are scrolling at 2 am instead of 

sleeping, that conversation is now spilling over into Congress hearings; hearings like “Protecting 

Kids Online: Internet Privacy and Manipulative Marketing”30 are now par for course. Attorneys 

general, civil society, and lawmakers are dashing off letters to Big Tech, calling for them to slam 

the brakes. Facebook’s plans to launch Instagram for children under the age of 13 set alarm bells 

ringing. “It appears that Facebook is not responding to a need, but instead creating one, as this 

platform appeals primarily to children who otherwise do not or would not have an Instagram 

account,” said a letter, signed by the attorneys general of 40 states, the District of Columbia 

and three US territories31. In a bombshell report on 14 September 2021, Wall Street Journal 

reported that Facebook researchers have repeatedly found that Instagram is toxic for teen girls 

and played it down in public. “Aspects of Instagram exacerbate each other to create a perfect 

storm,” according to Facebook researchers quoted in the report32.

“It’s not okay to have to hide your own life, it is not normal…” Zuboff writes in The Age of 

Surveillance Capitalism33. “When I speak to my children or an audience of young people, I try to 

alert them to the historically contingent nature of the “thing that has us” by calling attention to 

ordinary values and expectations before surveillance capitalism began its campaign of psychic 

numbing.” 
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Fundamentally, this conversation—and the larger one—is about the misalignment between 

the business model and what is best for people. What are the harms from the current digital 

advertising model and what are the alternatives? Who knows? Who decides? Who decides 

who decides? The Social Dilemma, among Netflix’s most popular documentaries, is a superhit 

cautionary tale about social media design and the resulting addiction, and has used the internet’s 

phenomenal reach to touch upon the dire consequences of surveillance, capitalism, addiction, 

and polarisation. The story is told through the life and times of a family, with teens and self-

esteem issues at its core. The cast of The Social Dilemma is now a regular fix in Senate hearings 

in Washington. Lawmakers refer to the film often, their lexicon reflects new layers of knowledge 

gathered over the last year alone. Netflix just dropped the film on YouTube, now playing without 

a paywall. Big Tech’s big defectors have gone from being the industry’s champions to its sharpest 

critics. Roger McNamee, Tristan Harris...the A-list keeps growing. 

   Meanwhile in Silicon Valley 

Incredible earning, bumper profits and the new product buildout is relentless. Roughly 30 

percent of the global population uses at least one Facebook app every single day. Facebook, 

Alphabet (Google’s parent company) and Microsoft reported strong Q2 numbers. In the case of 

Facebook and Google, both reported topline increases of more than 50 percent—Google at 62 

percent 34 and Facebook with 56 percent35. YouTube, with two billion monthly average users, is 

logging one billion hours of video watched every day. Businesses of all sizes are merrily paying 

Facebook and/or Google for better ad placement, return on ad spend, and measurement of ad 

effectiveness. Against the backdrop of all the hand wringing around Big Tech’s digital advertising 

model, which provides the bulk of the industry’s profits, Zuckerberg is already outlining a future 

for his company that is not based on advertising. In a remarkable shift, he is talking about 

building the “metaverse”, a Silicon Valley buzzword pointing to the next decade of innovation in 

the digital economy. In Zuckerberg speak, the metaverse is “a virtual environment where you can 

be present with people in digital spaces.” It is “an embodied Internet that you’re inside of rather 

than just looking at. We believe that this is going to be the successor to the mobile Internet” 36. 

While lawmakers are trying to build guardrails against harms from the current breed of computer 

mediated communication channels, Facebook is already drawing up visions of a whole new 

world of virtual real estate. Industry chatter suggests the metaverse is being designed to envelop 

us in a more immersive grip than we have experienced before. Big Tech’s fiercest critics are 

urging consumers to see that the convenience of internet platforms increases vulnerability, and 

it is a terrible thing because it undermines the most meaningful personal relationships.

   Break Them Up

Riding on damning notes from internal emails—“Instagram is eating our lunch”, “One thing 

about startups though is that you can often acquire them”, “How do we deal with the threat of 

proliferating verticals”37—US lawmakers have been stitching up an elaborate case against tech 

giants who run platforms and, in parallel, juice the resulting market intelligence to operate as 

competitors on the same platform38. Ten rounds of such “exhibits” formed the bedrock of a 

string of Big Tech hearings in the US Congress, which kicked off in the summer of 2020. Over a 

year, the trajectory of the attack has come into sharper focus. The clearest signals arrived a year 
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later. On 24 June 2021, the US House Judiciary Committee greenlighted the final piece of a big 

box package, the Ending Platform Monopolies Act39. The name makes the intent clear. At a high 

level, the package aims to slam the brakes on Big Tech’s ability to own a dominant platform in 

parallel with another line of business if those two create a conflict of interest. Without naming 

Facebook, Amazon, Google or Apple, the package refers to new guardrails for a certain category 

of online platforms—50 million or more monthly active users; annual sales or market value of over 

US$600 billion; and a role as a “critical trading partner.” Not everybody is convinced. Lawmakers 

from Silicon Valley liken such action to a “grenade” that will simply blow up the tech economy40.

What the bills in the larger package attempt to do:

Ending Platform Monopolies Act: prevents platforms with a market cap of US$600 billion and 

over 50 million monthly US users from operating businesses that compete with users on the 

platform. 

American Choice and Innovation Online Act: prohibits Big Tech from favouring its own products 

and services over those of its competitors (for instance, Google pushing Yelp reviews further 

down on search results). Also, Big Tech cannot use data on its platform to create competing 

products, as in the Amazon versus Diapers.com case 41.

Platform Competition and Opportunity Act: the burden of proof will be on Big Tech to prove 

that future acquisitions are not unlawful. At present, the US government must do so.

Augmenting Compatibility and Competition by Enabling Service Switching (ACCESS) Act: 

pushes Big Tech to make data portability and interoperability convenient for users so they can 

switch between platforms.

Merger Filing Fee Modernization Act: when large mergers are proposed, the FTC and 

Department of Justice get paid for poring over the details. The bill raises that fee to better fund 

departments that do antitrust work.

   Conclusion

Setting the pace in all this is no longer an American preserve. The European Union (EU), for 

example, has long outpaced the US on privacy regulation. In early September, Ireland’s privacy 

watchdog fined WhatsApp a record US$267 million42 for breaching EU data protection rules 

on sharing people’s data with other Facebook companies. This is the second largest fine in the 

EU under the General Data Protection Regulation, behind Luxembourg’s US$887 million fine to 

Amazon, also for data protection violations43.

Scholars like Zuboff, Ghosh and Aral advocate strongly for the role of the US government in 

protecting privacy and taking the fight to monopolies; they believe that done right, this does not 

crush innovation but instead helps create a new digital social contract that puts the individual at 

its core. The US Congress testimonies of Zuckerberg, Dorsey, Pichai and others make clear that 

charting rules of the road for a common technological future is going to be incredibly complex, 

technically deep and all very new. Like Zuboff reminds us, this is the first century in which we have 

experienced digital and “unprecedented harms means that we need new kinds of solutions”44.
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The pressure is growing because of action elsewhere in the world, including the three Quad partners 

(India, Australia, and Japan). An illustrative example is in media regulation45. On 25 February, 

2021, Australia passed the News Media Bargaining Code, a world-first law that forces Internet 

giants Google and Facebook to pay for news content shared on their platforms. The country 

instantly became a testing ground for digital platform micro regulation. Acting independently, 

at least thus far, the governments of India and Japan are, like Australia, contemplating policy 

interventions at the intersection of news media, social media platforms, and the ethics of digital 

media intermediaries. Partner nations might follow suit with their own version. “Now the best we 

can do is to steer this momentum in the right, more democratic direction,” Schaake said in the 

aftermath of the 6 January attack on the US Capitol. In a word, the US’s point seems to coalesce 

with the line Khan and Wu took as academics. 

“In my dreams, billions of consumers will rebel,” writes Roger McNamee in Zucked: Waking up 

to the Facebook Catastrophe46. “Nowhere is it clearer that we need presidential leadership to 

take actions and change laws and lead investigations than in Big Tech,” former US presidential 

candidate Amy Klobuchar writes in her 2021 book Antitrust: Taking on Monopoly Power From 

the Gilded Age to the Digital Age. “This is finally real.”47
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It is Not Just the State, It is a It is Not Just the State, It is a 
Complicated EcologyComplicated Ecology
Paul Cadario

It is impossible to keep track of a complicated ‘cyber-ecology’ that changes every day. 

With each new revelation about platform and device makers’ enhancements, changes and 

upgrades, pundits and governments opine on their timeliness and merit. With each new 

investigation of privacy intrusions, users and suppliers demand reform, and politicians across the 

spectrum propose new legislation or demand closer regulation. And with each privacy or security 

breach, experts argue over whether it was the hardware or the software that was to blame or the 

user clicking on something they knew better than to be curious about. And every time a device 

or piece of software announces an update, a user has to say ‘yes’ and hope that this time it works.

The ecology is complicated: hardware (chips, devices big and small, servers that now serve “the 

cloud”, and internet infrastructure), software (coding that makes applications and platforms work, 

and gives them their uniqueness and commercial appeal), the apps and platforms (relying on user 

trust for their popularity and profitability), and laws and regulations (that prescribe security and 

privacy requirements that providers must meet and most users take on trust as they accept user 

agreements and hope for the best).

Our modern world depends on hardware, some tiny and easily ignored, others visible and 

heavily marketed, working flawlessly. It relies on platforms, of which social media are the most 

widely used and discussed, and applications. Apps and platforms are all the product of complex, 

sophisticated, and sometimes flawed coding, hitherto largely by humans but increasingly enabled 

or performed by artificial intelligence (AI) and corrected promptly and universally when flaws are 

discovered.

   Trust in All

Underpinning all of this is a trust factor—that the manufacturers have built physically secure 

widgets designed and sealed in devices that perform as intended and are secure from malware; 

that devices comply with standards that not just prevent them from overheating in your bag, 

pocket or office, but also ensure user privacy and network security; that network and infrastructure 

operators protect their customers from intrusions, snooping, and attack; and that governments 

and other regulators like the European Union (EU) or the International Telecommunication 

Union, adopt a Goldilocks ‘just right’ approach to regulation (neither ‘too hot’ nor ‘too cold’) to 

encourage innovation and competition while protecting users’ data, communication and privacy.

The pandemic has brought this trust and reliability issue to the fore. Remote work has challenged 

organisations’ IT staff to maintain connectivity and data security at home, and not just in the 

office, where the staff could stop around to diagnose, handhold, and service. Meetings and the 

end of most travel have made meeting platforms, such as Zoom and Microsoft Teams, ‘must 

haves’ for organisations and individuals, with the expectation of universal, end-to-end encryption 
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on servers in explicitly disclosed and widely trusted geographies. In rich countries, telehealth has 

increased in popularity, as have Internet-enabled devices to monitor personal health and fitness, 

with anxiety over how secure the video conversation with a health provider is, and where the 

video or personal data might end up.

Surveillance and tracking software from an Israeli defence contractor exporter, intended under its 

export licence only to combat terrorism and child trafficking, had been planted on telephones of 

journalists, dissidents, and opposition politicians in more than a handful of democracies. That no 

US-based numbers could be tracked, and how quickly the story disappeared, calls into question 

the whole expectation of ‘impenetrability’ that users should have of encryption. Apple’s delay 

of the roll-out of ex ante, client-side scrutiny of users’ phones for child pornography should at 

least temporarily assuage concerns that the company will no longer be able to resist search 

warrants issued for national security and law enforcement purposes; they can do it, so what can 

they be required, legally, to do? Breaking device encryption also violates user trust and device 

security assumptions, even if individual privacy and security concerns vary among users and 

across jurisdictions. Any system designed to detect data stored on a phone could also be used 

against activists, dissidents, and minorities by authoritarian regimes.

Social media platforms have been accused, with ample evidence, of enabling users to 

knowingly and deliberately spread disinformation that has endangered global public health, 

and thus complicated government efforts to bring vaccinations to their citizens. Elections in 

the US and France were attacked by state or state-sanctioned actors, spreading disinformation 

and rumours. The algorithms that cleverly feed targeted advertising have made Alphabet and 

Facebook management and shareholders very wealthy. They have not so far been effectively 

and consistently deployed to detect and remove disinformation, even if the twelve main sources 

of vaccination falsehoods are known1. Nor do the companies seem to combat misinformation 

so that it no longer spreads freely among platform users sorted by their ‘likes and shares’ into 

information-rich and misled communities, rather than just on their shared appeal for cat pictures, 

recipes, and internet shops.

Expectations that governments will bring this under control are misplaced. The EU’s General 

Data Protection Regulation (GDPR) sets the current gold standard for the collection and 

protection of personal data, but nowhere else in the democratic world is similarly comprehensive 

and enforced regulation in place. Legislators in the US are arguing that repeal of Section 230 

of the Communications Decency Act to make platforms responsible for what users post has 

been successfully resisted and may not pass constitutional muster. Other countries, even a 

few democracies, have pressured social media providers to remove material critical of political 

leaders or have legislation, for example, that prohibits online Holocaust denial. 

And then there is China. 

   The China Factor

The Great Firewall and its army of moderators have limited political debate and even searches, 

while advances in AI have expanded its reach and effectiveness. More recently, though, China’s 

pervasive deployment of facial recognition hardware and software, and advanced machine 
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learning using data from domestic databases and platforms and purloined foreign data sources 

like personal information stolen from the US’s Office of Management and Budget, leave many 

concerned. The security threat from Huawei’s 5G devices remains a point of contention among 

the US and its allies. Meanwhile, China’s taking advantage of a software flaw to hack Microsoft 

Exchange cloud servers left organisations worldwide wondering about the reliability of the cloud 

concept itself even if email and other databases were not penetrated in this case2. 

China is not alone, though. Two disgruntled ex-journalists recently conducted open-source 

investigations using purchased cell phone location data and other information to identify a senior 

American Catholic priest and tie his location to use of Grindr, a gay dating app3. But crowdsourcing 

using openly available data from social media platforms also led to the identification and arrest 

of over 600 Donald Trump supporters who on 6 January 2021 attempted a violent coup against 

the US government and the peaceful transfer of power.

Will the “mutually assured surveillance” of open-source intelligence, freely accessible data, and 

the tools to analyse it demystify the world and make it less dangerous, or will the freedom of data 

erode personal privacy, and trust, on which free societies depend4? Will the detection of flaws 

in control systems, including AI-enabled expert support, promote freedom, or make everyone 

suspicious and clamouring for secrecy?

So where do these interrelated cyber issues fit together, and what is the way forward?

   Is Change Coming?

It is no secret that the tech giants see regulation as imminent and affecting them and their 

lucrative business models; new laws and regulations will affect their users too. They will all lawyer 

up. Tech giants will wisely ally with the lawyers of their customers, and once the US Congress 

turns its polarised eyes to them, lobbyists will be agitated. The two major app stores will be a 

battleground, too, with competition advocates demanding open access, existing actors preaching 

the security advantages of their commercially walled gardens, and most app developers and app 

downloaders not feeling strongly except when something massive goes wrong. New South Korean 

legislation cracking open commissions paid by app developers is being admired in Europe and 

the US5. Gaming platforms seem to have figured out how to operate and be profitable without 

casting their dice (or arming their warriors) in non-compatible ways.

Device makers will need to address the Pegasus problem and strengthen device-level security 

against malware that can be placed on users’ devices without any user action or awareness. Cloud 

service providers and internet service providers will need to reinforce and publicise steps they 

have taken to identify, attribute, and neutralise malware that their systems were used to transmit.

The US and the EU should work together to make this happen. India and China—active outposts 

of the major global software and platform companies, talented device designers and aspiring 

manufacturers, major, successful IT service providers, and with significant user populations—need 

to buy into this effort. India, as an IT player in many areas, could perhaps be an honest broker on 

malware that could affect critical infrastructure, providing quality assurance and seeing a national 
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interest in encouraging protection of critical infrastructure (of which India has and needs much 

more). India’s hands are, for the moment, relatively clean on cyber-espionage, and as a victim 

of disinformation but not yet a locus for malevolent non-state behaviour or cybertheft of other 

countries’ intellectual property, its active engagement is to be welcomed and is surely coming.

The pandemic has disrupted global supply chains, including for relatively lower value chips 

used for automobiles and consumer electronics. This would be the time to examine quality 

assurance of ubiquitous internet-of-things chips to ensure they do what their customers build 

their complicated devices to do, that their design is both easily reprogrammable and resistant 

to cyber tampering. Autonomous electric vehicles and robotic medical devices have captured 

the 5G narrative. They must work as designed, even if neither the devices nor the well-known, 

licenced, regulated, and broadly trusted human activities (driving and surgery in this case) they 

will enhance and enable are error-free. Neither robotic device was instructed how to drive, or did 

residency beside a skilled surgeon, to develop rapid, risk-based judgement.

AI and machine learning pose huge challenges. Algorithmic bias is well documented, with 

contentious arguments about data collection, how the machines learn (or learn from each other), 

and how the privacy and security undertakings to users apply across databases that are in or leak 

into the public domain. On the one hand, seeing invisible patterns can inform discussion about 

social and racial justice, including investigative journalism by reputable news organisations, now 

an important feature of the public square. Data patterns analysed and interpreted across sources 

also advance knowledge and practical applications in long-quantified fields like medicine and 

engineering, and newcomers with “physics envy” in the social sciences. On the other hand, 

crowd preferences for data sources and collections, for algorithm-based analytical tools, and 

for preferred channels of dissemination, may exacerbate bias and misinformation in online 

communities. They may also taint broader search engine and information channels that rely on 

well-known platform features, whether on social media or search engines. ‘Popular’ isn’t always 

‘true’.

As important is deciding how autonomous AI will be allowed to act based on its own analysis, 

whether a robot doing remote surgery, a driverless vehicle swerving to avoid an obstacle it may 

not have seen before (or may not correctly identify, like a Tesla approaching a parked emergency 

vehicle), or an armed drone looking for vehicle or group behaviour outside externally-defined 

norms of ‘harmless’. 

Some of this is the stuff of science fiction, the best technology being indistinguishable from 

magic. Life and politics do not operate under simple, universally accepted laws, however, and 

nations see important commercial, trade and investment advantages in getting as much of what 

they want as they can. 

Relatively simple fixes in technology and regulation of what we know needs improvement, 

and transparency in what is being done and who is accountable for results and verification, are 

important first steps. Work to create trust-based relationships to tackle the more complex and 

the unanticipated issues needs to begin. Governments need to get started.

Looking into the crystal ball about an evolving ecosystem, there are three areas with particularly 

global risk and challenge.
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First, as technology advances, and innovators, manufacturers, vendors and users lust after the 

newest, smartest and most advanced ‘stuff’, who is responsible for unevenly coded, increasingly 

bulky operating systems, zero-day attacks resulting from badly designed software and apps, or 

chips and hardware with manufacturing flaws acquired and assembled in a complicated global 

supply chain? Should the vendor of ‘smart home’ devices (some critical, some not) be on the hook 

legally for a bad shipment of embedded microchips, particularly those that connect wirelessly to 

the internet? How does the manufacturer of a device, probably purchased online and maybe 

installed by the user at home, replace the flawed component and how does the manufacturer 

of the flawed, probably low value basic chip face accountability, “make repairs” and rebuild its 

credibility as a supplier? 

Consumers must beware, and suppliers will be lawyering up, and not just relying on their designers 

and engineers. Clearly governments play a traditional and long-accepted role to protect their 

citizens and consumers, and to set and then oversee some minimum standards of safety. This is 

much as electrical devices and industrial products need to meet international standards once they 

cross borders or appear on stores’ shelves. What is the UL, CE or CSA equivalent for microchips 

and software, what are the criteria for gaining and retaining such certification, and who sets 

a portable, agreed and enforced standard? Or are operating systems, apps, infrastructure 

(including servers for the cloud) and devices themselves such sources of competitive advantage 

that ‘makers’ will resist or even fight certification of beyond the marketplace and, when mishaps 

occur, regulators act? Will the actions of one country, on one vendor of hardware, software or 

services, be welcomed, challenged, resisted or defied in other jurisdictions?

Second, will the protection of data, in particular personally-identifiable data, within and across 

jurisdictions, align to some global standard? The US, EU and China have all acted recently, and 

face pressure to do more. Powerful technology companies have faced huge fines (in the EU under 

GDPR), regulatory punishment and threatened legislation or break-up (in the US’s highly polarised 

polity), and limitations on external financing and their scope of non-tech activities (in China, for 

stated fear of data loss as the power tech platforms seek to list on American stock exchanges). 

These reflect the innovation of key tech actors in the US and China, the data protection leadership 

in the EU, and—probably—national security concerns in China about their private companies’ 

reach into individual and family financial, social media and consumer behaviour, in competition 

with the state’s own data collection, including biometric information, in a surveillance-based 

administrative state. Even if the US and the EU enforce new standards of data retention and data 

security, data protection will need to be reinforced against both domestic and foreign snooping 

and tampering, whether for profit, intellectual property theft, political meddling, or espionage in 

a new virtual environment. And if China’s goals are to have a gated garden of its own data, does 

its nativist protectionism inhibit its own tech innovators from seeking international markets and 

opportunities, where some measure of competition might well benefit consumers by increasing 

the choices they face and bringing them new, exciting services and hardware they use to access 

and enjoy it?

The third, and highly speculative possibility—where the crystal ball remains very cloudy—is how 

this all comes together. Are Facebook and other companies right when they say virtual reality 

(VR) is our future, and not just in it? Will a metaverse, an immersive digital environment that is 

not VR glasses or headsets, become a ‘thing’, much as social platforms have already created 
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new jobs like influencers and new ways of social interaction? Will today’s highly competitive and 

rapidly evolving tech marketplace give way to a collection of technologies, from the hardware to 

the wiring, that will work seamlessly together? Will this new ecosystem defy expectations about 

privacy, and challenge regulators to regulate the embedded AI and rid it of algorithmic bias, 

and catalogue, regulate and oversee the huge databases that will learn and interact to make it 

happen? 

Unlike a physical universe operating according to the laws of science, what social and ethical 

principles would underpin a new, technology-enabled ecosystem to make it sustainable, 

inclusive, and fair, and keep it that way?
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Bridging the Space Governance Divide: Bridging the Space Governance Divide: 
Beyond East vs West DynamicsBeyond East vs West Dynamics
Daniel Porras

Few issues create as clear a divide among United Nations (UN) member states as that of the 

Prevention of an Arms Race in Outer Space (PAROS). Since the UN first took up this issue 40 years 

ago, states have consistently voted along lines that mirror geopolitical divisions present during 

the Cold War. As a result, despite a growing recognition throughout the world that the status quo 

is not sustainable for stability and security in space, neither the Conference on Disarmament nor 

the UN General Assembly have managed to reach a consensus on any form of space security 

agreements. 

Over the years, there were numerous examples of space security discussions that broke down 

along these divisive lines. Yet one of the most contentious issues continues to be the debate 

over whether the UN should adopt an instrument that is politically or legally binding. On the one 

hand, a group of states that includes China, Russia and most of the Global South say that the 

issue of weaponisation of outer space is of such importance that it merits a new treaty. On the 

other hand, a group of states that includes the US and most of its major allies insist that the issue 

is too imminent for a treaty, and so political norms should be pursued. 

Every major discussion on space arms control over the last decade has faced this fundamental 

question, from the EU’s draft ‘International Code of Conduct for Space Activities’ (ICoC) to the 

most recent Group of Governmental Experts (GGE) on PAROS. While the subject matter of these 

initiatives has varied, the debate over treaties and political norms are always present. Likewise, 

it will be present this fall when the UN debates whether it should form an Open-Ended Working 

Group on reducing threats in space through norms of behaviour. As such, states will need to find 

a bridge across this divide no matter what the subject matter of any future discussions on space 

security. Otherwise, no initiative will be able to reach the critical mass of adherence necessary 

to make it worthwhile. The hope is that they can find a compromise before either side is proven 

right. 

   State of Space Security

Until 2007, only two countries had ever demonstrated a desire to obtain counterspace 

capabilities—the ability to deny, degrade or even destroy a space object. While the US and 

the Soviets had actively tested several designs throughout the Cold War—including nuclear 

weapons, direct ascent missiles and co-orbital satellite destroyers—no serious developments 

emerged following the fall of the Soviet Union. However, in 2007, China became the third country 

to successfully test a kinetic direct-ascent anti-satellite weapon (ASAT), at an altitude of 980 

km. This test became a signal to the rest of the world that more than one country could now 

target and destroy a satellite. Moreover, three of the world’s major nuclear rivals now possessed 

the means to undermine an opponent’s ability to deliver a nuclear strike. While experts and 

diplomats had discussed such a possibility for several decades, the Chinese ASAT test marked a 

turning point in how real threats to satellites had become. 



91

Since then, there are numerous indicators that the world is entering an arms race, and space 

capabilities are a part of it1. First, geopolitical rivalries are at their worst since the end of the Cold 

War, notably between China, Russia and the US. Second, rivals are developing corresponding 

capabilities to interfere with space systems, such as direct-ascent ASATs or co-orbital vehicles. 

Third, the development and deployment of specialised military units, as well as counterspace 

capabilities, signals an acceleration in the development of space-related armaments. As such, 

militaries are positioning themselves more and more to use the denial of space capabilities as 

options for future conflicts. 

Today, the consequences of open conflict in space are uncertain, but they do pose a real threat 

to the long-term sustainability of outer space. As such, UN member states are actively seeking 

the means to mitigate or prevent a conflict that involves space objects. Unfortunately, this 

recognition of a problem is usually as far as the UN gets before it starts debating over whether to 

have a treaty, with legal obligations or to have political agreements, which are non-binding. One 

side argues that only a treaty is strong enough to ensure the long-term sustainability of outer 

space, while the other argues that the issue is so dire that only political norms can be adopted in 

time to avoid a catastrophe. The UN has run into this debate for decades, and there are no signs 

yet that any new discussions will not continue to do so. 

   Early Days of PAROS

The initial discussions around PAROS date back to the early 1980s during the 10th Special 

Session on Disarmament. The first two resolutions that emerged already signalled a difference of 

opinions in what PAROS meant. The first resolution (A/RES/36/97C), sponsored by the Western 

European and Other Group (WEOG), sought “an effective and verifiable agreement to prohibit 

anti-satellite systems”. This proposal included elements such as “anti-satellite systems designed 

to impair the functioning of, interfere with, damage or destroy satellites of other nations”2. The 

second resolution (A/RES/36/99), put forward by the Eastern European and other states, focused 

on the prohibition of placing weapons in outer space, including conventional ones. These two 

positions can be simplified by noting that one of the resolutions focused on threats to space 

systems while the second focused on threats from space systems. 

To bring these two positions together, member states created an ad hoc committee, but progress 

was slowed by a familiar debate over its mandate. The Group of Eastern States wanted the 

committee to be a formal setting for negotiations on a treaty, while the Eastern States only 

wanted it to be of an exploratory nature, with formal negotiations to come later3. In the end, the 

committee was formed to examine substantive and general considerations but only as a first step 

towards PAROS. 

The committee met for ten years and, in 1994, a set of consultations sought to answer, among 

other things, whether or not the existing space treaties were sufficient to ensure PAROS, or 

whether there were indeed gaps in the law that required new legal instruments4. Here, there 

was a considerable difference of opinion. A group of 21, led by China, argued that the existing 

legal regime (which focused exclusively on nuclear weapons and weapons of mass destruction) 

was not sufficient, leaving open the possibility for the deployment of conventional weapons, 

high-energy lasers, and particle beams5. They also expressed concern over the development of 
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space-based missile defence systems that would double as anti-satellite systems. However, the 

WEOG states, notably the US, argued that the existing regime was sufficient to ensure that space 

would continue to be used for peaceful purposes, questioning whether there even was an arms 

race in space6.

   Modern Divisions

Over the next few years, China continued to argue that the existing legal regime was insufficient 

to ensure PAROS, and made several proposals for a new instrument7. Whilst it was unable to 

make any traction with the Western states, it did find considerable interest from much of the rest 

of the world. Then, in 2008, following on from their own ASAT test in 2007, China and Russia 

proposed a Treaty on the Prevention of the Placement of Weapons in Outer Space (PPWT). This 

proposal sought to prohibit the placement of any kinds of weapons in orbit, as well as to further 

emphasise the prohibition of the threat or use of force against objects in space. The reception of 

this proposal split down familiar lines.

In its response, the US reaffirmed its position that, first, the proposal was not needed as the 

existing regime was sufficient and, second, that the proposal was flawed8. Notably, the definition 

of weapon was not workable due to the dual-use (multi-use) nature of space activities, and 

because it was not effectively verifiable9. This position, shared by most US allies, has not changed 

to date. 

The debate over political versus legal agreements became even more prominent during the 

open-ended consultations over the EU’s proposed ICoC (2012-2015). This effort, held outside 

of the UN system, sought to establish voluntary norms of responsible behaviour for space 

activities. It contained several proposed politically binding norms on issues such as space debris, 

notifications, and even the application of international humanitarian law to space. Despite many 

countries agreeing on most of the substantive or technical issues, the EU was unable to bridge 

several diplomatic hurdles, including that of political vs legal agreements10. For most countries, 

including the BRICS nations, adopting a legally binding instrument was not only urgent but a 

priority over adopting mere political norms. However, the position of the Western allies remained 

that the only option was political norms. In the end, the two sides could not agree, and the effort 

lost momentum. 

In 2017, space security once again emerged in UN discussions. This time, the Russian and Chinese 

governments proposed a GGE on PAROS, with the mandate of examining possible elements of 

a legally binding instrument (A/RES/72/250). This resolution was adopted by a vote of 108 in 

favour to five against (France, Israel, Ukraine, UK, US), with 47 abstentions (including nearly all of 

Europe). Despite concerns that some of the key spacefaring nations would not participate in this 

GGE, in the end, most of the major Western players were involved, including the US and many of 

its allies. Simultaneously, the Conference on Disarmament formed subsidiary bodies to examine 

the different items on its agenda, including PAROS. Ambassador G. Patriota of Brazil chaired 

both groups. In the end, Subsidiary Body 3 was able to adopt a report (CD/WP.611) while the 

GGE could not. However, in both discussions, the debate over politically versus legally binding 

agreements was present, and the debates did not come any closer to reaching a compromise.
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   New Opportunities

Following the GGE on PAROS, the UK government launched another initiative (A/RES/75/36), 

adopted in the UN General Assembly in December 2020. This resolution did not put forward a 

concrete solution but instead acted as a means to launch a dialogue. It asked the UN Secretary-

General to carry out a survey that sought to determine what are space threats, what can be 

norms, and what could be the way forward. Thirty countries and the EU submitted responses, as 

well as several intergovernmental and non-governmental organisations11. Numerous responses 

contained similar views, with several countries not usually aligned showing convergence 

on issues like ASAT testing. However, one issue that remains evident is that of legally versus 

politically binding agreements. The UK has already announced that it will be submitting a follow-

up proposal to form an Open-Ended Working Group to examine the development of norms for 

space security. It is almost certain that the debate over legal versus political norms will once again 

come up and, if not handled appropriately, could lead once more to a deadlock. Meanwhile, 

behaviours that put space security at risk will continue to proliferate. 

   A Bridge Not So Far

Over the last ten years, all measures passed in the UN around space security have been by wide 

margins. Whether they deal with political or legally binding agreements, most countries are in 

favour of taking some form of action to strengthen stability in space. Indeed, the failure of the 

EU-ICoC was not only due to the EU’s unwillingness to discuss legally binding agreements, but 

this debate certainly exemplified what many perceived to be the West’s “take it or leave it” 

approach to space security. Throughout the process, many states expressed a willingness to go 

further than what the EU sought. In the end, they were left to wonder: if this issue is so serious, 

why not adopt a treaty? 

The PPWT has been criticised for not being workable, but that does not mean that the UN 

cannot pursue other options, which are effectively verifiable. States have proposed such an idea, 

including a ban on the live testing of kinetic ASAT weapons. However, the possibility of a treaty 

continues to be something of a taboo among Western countries. 

One option that could be a compromise is to recognise the development of political norms as 

a first step towards creating the conditions to one day have a treaty. In this way, states could 

begin to develop trust in each other through small, focussed steps. Likewise, states could 

develop trust in the process by adopting widely supported measures that all space actors are 

likely to follow. Seeing that simple measures are possible, states could work on increasingly 

more ambitious measures. The goal of each of these measures could be to create a political 

and technical environment where the adoption of a treaty over some to-be-determined subject 

matter is possible. By so doing, Western countries can signal to the rest of the world that, at 

the very least, they respect the desire to have a treaty and that they are willing to compromise. 

Such a concession could be key in getting past one of the most basic political hurdles that has 

hampered PAROS discussions for decades. 
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This idea of adopting political norms as a first step could be formally embodied in a norm that 

emerges from discussions at the UN. In the preamble of a relevant resolution, language could be 

inserted that says something to the effect of: ‘with a view towards creating the conditions to one 

day be able to adopt a treaty on PAROS…’

This language will not bind any parties to any timeline or subject matter discussion but will be 

sufficiently concrete to give international partners a positive signal that their views are being 

taken seriously. 

   Conclusion

The debate over politically versus legally binding agreements has sunk a number of discussions 

on PAROS, and it will likely continue to do so unless it is handled diplomatically. One option 

to sidestep this hurdle is to formally acknowledge that many countries see this challenge as 

meriting a new legal agreement, one that will hold all parties accountable. One way to show this 

acknowledgement is to recognise the development of politically binding norms as a first step 

towards creating the conditions for a treaty. By so doing, Western countries could secure the 

support of the Global South, winning so much political backing that reluctant space powers will 
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Global technology giants, overwhelmingly American or (lately) Chinese in origin, were not created 

in a vacuum. The State, in both instances, has facilitated their development into multinational 

near-monopolistic corporations and is deeply embedded in them. The new policy challenge the 

US faces is that society has overwhelmingly declared that these companies loom too large, have 

become monopolies, and exert omni-directional influence on civilians. The country must figure 

out how to rein in the giants they nurtured. China, too, despite the already rigid state-controlled 

development agenda, is deploying tighter regulatory mechanisms to ensure its technology giants 

adhere to the boundaries being redefined. Governments worldwide are passing legislation to 

regulate the majoritarian control of foreign tech giants over digital territory and hand back agency 

to the ordinary user. India is also asserting its techno-sovereignty while creating indigenous 

technology giants. This is India’s opportunity to make a resilient and inclusive environment, and 

repeat its success with digital public goods and India Stack, to set a new global standard in 

collaborative technological evolution and open-internet society governance.

   State-Facilitated Technology Giant Creation in US and 
China

The US and China’s mega-cap conglomerates have built multinational monopolistic empires and 

continue to grow in valuation, market share, and number of users, while enveloping emerging 

business models by acquiring adjacent platforms. The states in both the US and China have 

facilitated, directed, and become deeply embedded in their respective technological ecosystems. 

In both countries, public investment in innovation and research and development (R&D) is 

traditionally high priority, and only accelerating every decade. 

Government bodies in the US deploy specific and time-tested strategies to facilitate technology 

development and create technological giants in every sector. One, it has built comprehensive 

public investment and procurement vehicles that encourage indigenous technology development 

and commercialisation. When public and private sectors are combined, the US utilises 3 percent 

of its US$22 trillion economy (pre-COVID-19) on R&D1, or approximately US$660 billion annually. 

Every major government department has an extensive budget. The US Department of Defense, 

for example, has an annual budget of US$190 billion for research and procurement, and is the 

largest client of American defence technological companies like Lockheed Martin, Raytheon, 

Boeing, and Northrup Grumman2.  These companies have been elevated to technological giants 

in their space, driven by multiplatform government contracts. Government R&D and procurement 

budgets generally enjoy bipartisan support, a rare consensus that indigenous technological 

development is crucial to maintaining socioeconomic leadership. The US’s bipartisan imperative 

to actively procure from and engage the services of American companies has been essential in 

establishing its America-first technology doctrine. This model has been extended aggressively 

over digital procurement as well, from cloud capacity to cybersecurity.
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Two, the US pioneers dual-use technology development and deployment models. Dual-use 

technologies are commercialised by the private sector and deployed for national use either 

by the government or the military. R&D funding is specifically allocated to develop dual-use 

technologies that benefit both the state and economic growth via the private sector. It also 

incentivises its technology companies to customise their platforms for the government’s use 

cases, tightened with government-specific security, compliance, scope and controls, regulatory 

alignment, authentication, and encryption protocols. Amazon deploys a unique instance of its 

Amazon Web Services for the US government called AWS GovCloud. Alphabet’s entity Google 

provides special services for the state, including Google Cloud, which assists the federal 

government in improving operational effectiveness and delivery of services with AI-driven 

analytics and data platforms, and Google Maps to improve public services and deliver critical 

utilities. Azure Government by Microsoft is a dedicated instance for US governments to host 

mission-critical applications. Multiple government bodies and military organisations have signed 

contracts with Palantir for customised data-driven platforms3. These are only some of the publicly 

known use cases of indigenously-developed US digital platforms. The State is an active steward 

of its technology companies with stable long-term contracts. 

Three, the US has traditionally applied a light-touch policy vis-a vis the commercial models of 

its technology companies to actively facilitate their rapid growth and to reduce friction in the 

process. Launching companies, attracting investment capital, incentivising domestic and global 

investments, listing companies on the stock markets, and certifying products are straightforward 

processes in the US. India is only orienting towards these frameworks now. Accordingly, 

technology companies in that country easily attract seed and growth capital, proliferate, are 

supported by government contracts, and go on to list successfully on the US stock markets. 

Global technology giants like Facebook, Google (now Alphabet), Amazon, Microsoft, Twitter, 

Apple, Nvidia, Intel, Qualcomm and Cisco are products of this ecosystem that is engineered to 

create minimal policy friction to growth. Indeed, the abbreviation FAANG—Facebook, Apple, 

Amazon, Netflix, and Google—represents the fastest growing stocks in the US. Not only does it 

underscore the rapid growth that technology platforms make possible, but these firms collectively 

make up a whopping 19 percent of the S&P500, with a combined market capitalisation of over 

US$7 trillion (as of August 2021)4.

The US State has actively facilitated the growth of its technology companies into multinational 

giants. Most countries’ governments and their citizens utilise some form of American technology 

in their daily lives, especially digital platforms like Facebook (and its entities like WhatsApp 

and Instagram), Twitter, Netflix, Amazon, and a host of Google applications like Mail, Maps, 

Search, Drive, Photos, Play Store, Android, and Translate. American technology, primarily 

digital, has become ubiquitous today. Indeed, this is one of the ways the US has maintained its 

socioeconomic leadership in the world.

China took several leaves out of the US playbook and deployed a deeply State-driven strategy 

to build indigenous technology companies and propel them into multinational giants relatively 

faster. The State has built an equally massive public investment framework for technology 

development. China’s innovation spending in 2020 was US$378 billion—2.4 percent of its 

GDP5. It actively incentivises its brightest to start technology companies with substantial equity 

grants, non-term R&D funding, and free or subsidised utilities. Within its communist economic 
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framework, the Chinese State has developed several capitalist strategies to attract large pools 

of global capital to invest in its companies via its special economic zones, hi-tech development 

zones and open coastal cities. Banning American digital companies like Facebook and Google, 

combined with a billion-strong market hungry for new digital products and services has created 

a pull-effect for indigenous technology companies to fill the vacuum. These companies started 

providing services their American counterparts could no more but quickly extended into adjacent 

services, actively encouraged by the State. This has created State-blessed tech oligarchies that 

are expanding globally, listing on foreign capital markets, and competing heavily with American 

technology giants to gain a global market share.

As of 2021, China has over 170 unicorns6, and technology companies dominate economic 

growth in the country. Companies like Tencent, Alibaba, JD, Huawei, Baidu, BBK Electronics, and 

Xiaomi are large multinational conglomerates that rank among the world’s most highly profitable 

companies. Their reach and digital networks rival US companies, and they have succeeded in 

building significant global followings with their digital and electronic offerings, often cheaper 

than American and other Asian equivalents.

   Big Tech vs. the Government

Big Tech is now clashing with governments around the world, democratic or otherwise. While 

the details of how governments grapple with Big Tech’s overwhelming envelope on citizens and 

modern society varies across regions and systems, it is reasonably evident that the public pursuit 

of balance and regulatory adherence is a clumsy and stepwise walk in a maze of bureaucratic and 

technocratic jargon.

The European Union (EU) was the first region to take a hard-line stance on data privacy, 

announcing the General Data Protection Regulation (GDPR) in 2018. After two years of public 

posturing and verbal flagellation, the EU had only issued an underwhelming number of fines to 

two US tech companies as of May 20207. A loophole in the GDPR meant that only the Irish Data 

Protection Commission could handle legal cases involving cross-border data complaints since 

most tech companies were domiciled in Ireland for tax purposes. Under the stated “one-stop-

shop” mechanism, even if another EU member state proposed to sue a US tech company for 

violating privacy rights, they would need the Irish authority to adjudicate on the case8. While a 

recent EU Court of Justice ruling has concluded that tech companies can now be sued under 

certain conditions by any data protection authority in the EU, this may just make the enforcement 

of GDPR that much more fragmented and inconsistent.

The US government has pursued a different approach to reining in their mega-cap technology 

conglomerates. In October 2020, a highly partisan Senate hearing cross-examined the founders 

and CEOs of the largest US tech companies in vastly differing ways. While the Democrats 

were insistent on tech companies taking more accountability for the control of content and 

communication on their platforms, the Republicans expressed deep unease at the high degrees 

of politically or ideologically-inspired censorship enforced on the same platforms9. These 

contradictory signals made for entertaining watching for the rest of the world but certainly 

exposed the chasm in the alignment of principles of free speech, censorship, the State’s role, the 

nature of outdated regulation and definitions, and the difficulty in reaching a consensus around 

a common-sense framework.
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In June 2021, US lawmakers of the Biden administration introduced multiple bills that attempted 

to address topics like data, mergers, and the anti-competitive behaviour of tech companies10.  

“Big Tech’s unchecked growth and dominance have led to incredible abuses of power that have 

hurt consumers, workers, small businesses and innovation,” said Robert Weisman, president of the 

advocacy group Public Citizen. However, criticism that these laws target specific companies and 

not business practices is valid and will lead to further delays in implementing these frameworks.

Across the Pacific, China’s action against its extensive tech ecosystem has been sharp, targeted, 

and swift. Over US$1 trillion of market capitalisation has been destroyed after the shock ban by 

the Chinese government of different business models and planned IPOs11. For example, China 

has mandated that all education technology companies be required to convert into non-profit 

entities, thereby killing the business models of a thriving tech segment in the country. Further, Didi 

Global lost over US$22 billion in market capitalisation in July 202112 after the Chinese regulator 

expressed concerns about the company’s handling of citizen’s data and enforced an immediate 

delisting of the company’s apps from the country’s app stores. This event came as a surprise to 

global investors, who had just bought into Didi’s upsized US IPO in June 2021. Over just a few 

quarters, the Chinese State has systematically shifted policy after decades of committed support 

and is altering the fundamentals of several technology sectors. 

 

Technological giants in the US were not created in isolation either. The State has played a critical 

role in creating so many mega-cap companies, prolifically and consistently. The unyielding 

commitment to the America-first doctrine is bipartisan, top-down, and consistent with an 

extremely long view of maintaining leadership. It maintains trust in its citizens’ capabilities 

to lead the global technological edge over decades in multiple frontiers. The State plays an 

indispensable role by allocating long-term investment, being an early adopter and placing large-

scale procurement contracts but otherwise does not micromanage. With this methodology, it 

is unsurprising that the US State has wielded its dual-use mechanism to create tech giants in 

every critical industry—internet, communications, semiconductors, defence, aviation, robotics, 

pharmaceutical, cybersecurity, material sciences, and space. The State is amongst the early 

adopters and remains the biggest client for a multitude of firms, from Google and Microsoft to 

Amazon AWS and Palantir; the State has become deeply embedded into these tech monopolies. 

This system has served American interests, both domestically and globally, exceedingly well. 

The new policy challenge facing the US State is that society has openly declared that these 

companies loom too large, have grown into monopolies and exert omnipresent influence on 

civilians. The country must figure out how to rein in the giants they nurtured while keeping their 

companies at the pinnacle—powerful and propelling an America-first tech doctrine while not 

threatening their own population. It is a bipartisan problem, a challenge that the US government 

must solve regardless of who is in power. In this regard, the US and China have a similar problem.

China’s determination to dominate the technological edge is State-facilitated and directed. 

Since liberalising its economy in 1978 and its official World Trade Organization inclusion in 2001, 

China has developed innovative and attractive models to invite global companies, particularly 

American, to develop intellectual property and manufacturing bases in China. It has actively 

incentivised global capital to invest in its tech companies to create State-blessed tech oligarchies 

and walled-garden competition. With more active State facilitation than the US, China achieved 
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in 25 years what the US did in 50. With over 170 unicorns, China has taken a different stance on 

redefining what it considers unacceptable beyond its installed boundary conditions. 

   India’s Relationship with Big Tech

India has taken neither the American nor the Chinese path actively in its commitment to 

technological resiliency. The overarching role of tech giants in society is an issue when your 

country has created them. India is still in the process of giant creation, and must take lessons 

from both the US and China and do it in 10 years and differently. Creating giants are essential but 

doing it differently can mean India sets a new example for collaborative technological evolution 

for the benefit of its citizens. 

India is among the most prominent internet markets globally, indubitably the largest open 

internet society, and crucial to the growth stories of global technology giants, especially American 

companies that have been closed off to the only other billion-strong market. Facebook has 410 

million Indian users; its subsidiary WhatsApp surpasses it at 530 million, while Instagram has 210 

million13. YouTube has nearly 450 million users in India, while Twitter has 175 million. Before being 

banned in June 2020, TikTok had 200 million users in India, its largest overseas market14. 

While the US and China try different methods to rein in their technological giants, India is trying 

to regulate global technological giants without having created any in the country. However, 

this is imminent since the startup ecosystem has favourable tailwinds in shaping them within 

this decade. India’s startup ecosystem stands third in the world, after the US and China. The 

nation presently houses 55,000 startups with a combined valuation of US$315 billion15. Fifty-

nine unicorns dominate the ecosystem with a combined valuation of US$180 billion, of which 

20 were created in the last year alone16. Estimates suggest that by 2025, India could house 

100,000 startups with a combined valuation of US$1 trillion and more than 150 unicorns with the 

current trendlines17. Technology is fuelling this rapid growth. The government has largely been a 

bystander in this process apart from driving India’s digital public goods (DPGs), colloquially called 

the India Stack.

Meanwhile, the Indian government has already clashed with several global technology giants. 

Industry bodies and regulators have routinely flagged e-commerce companies like Amazon and 

Flipkart (now owned by Walmart) for unfair business practices and anti-competition behaviour. 

Their demand retention strategies, such as discounted flash sales and the promotion of their 

owned private brands in search results, have also evoked much resistance from India’s small and 

medium enterprise lobby groups, who are usually merchants selling on these platforms. India’s 

new draft e-commerce rules attempt to balance these important points of view while enforcing a 

higher standard for competition and supporting inclusive innovation18.

The Indian government has also attempted to install common-sense frameworks for digital 

media ethics and data localisation and protection, amongst the first large democracies to do 

so. These rules expect technology companies, irrespective of country of origin, to house the 

data of Indian citizens in India, to enforce data privacy, to run accountable processes to address 

the grievances of users and creators, and to adhere to a consistent definition of ethics in the 
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interest of protecting free speech. Global companies like Twitter19 and Mastercard20 have already 

run afoul of some of these regulatory requirements. While the Indian government has sincerely 

attempted a light-touch and common-sense approach21, it is interesting to note the undercurrent 

of a no-compromise approach towards protecting citizens’ rights across these guidelines covering 

multiple sectors.

This is India’s opportunity to extend its common-sense frameworks and build a resilient governance 

structure overseeing its relationship with global and upcoming domestic technology giants.

   New Example for Collaborative Technological 
Evolution

India has already taken a radical approach to digital technologies by developing its DPGs in 

a public-private partnership model. India’s DPG framework (India Stack) is designed as a 

multiplatform modular system with a core centred around three pillars—a comprehensive 

identifier system (Aadhaar), a revolution in the telecommunication industry resulting in widespread 

mobile proliferation, and the Jan Dhan financial inclusion programme. India Stack has powered 

the country’s digital trajectory, driven financial inclusion and integration, and enabled unique 

governance and relief delivery models. Its open application programming interfaces, or APIs, 

have enabled the private sector to develop new models, platforms and services, accelerating 

India’s digital and financial inclusion trajectory.

Open internet and digital parity must be founded on five techno-sovereignty-driven and 

democratic first principles—universal access; bias towards inclusion; inalienable rights (foremost 

being the rights to privacy, self-determination, security and personal safety, and not to 

profiled); recourse to the law; and frameworks that support continuous innovation on top of the 

technological networks22. India’s DPG framework already adheres to or can accommodate all 

of these five democratic-first principles. Since these open-network DPG frameworks fuel India’s 

startup ecosystem, the very foundation of technology giant creation in India has, intentionally or 

otherwise, been diametrically different from the US and China. It is democratic and controlled by 

common-sense rules.

The new Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules 

posted in February 2021 is evidence of this new arc. These guidelines, drafted collaboratively by 

the Ministry of Electronics and Information Technology, endeavour to empower ordinary users 

amid growing concerns around the lack of transparency and accountability, and diminished user 

agency. They cover social media networks, OTT platforms and digital media companies, and 

provide users with a clear grievance redressal mechanism23. The Personal Data Protection Bill 

proposed in 2018 is another example of India’s thought leadership in handing agency back to its 

digital citizenry and upholding data sovereignty with data localisation measures 24. When nations 

worldwide face the challenges of balancing many vital principles in their respective democracies, 

India’s proposal reveals a balanced approach without imposing unreasonable restrictions on 

innovation and platform development essential to economic growth. 
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Proactive frameworks beat reactionary policies every time. Instead of periodically getting caught 

in a theatre of conflict with technology companies and multinational giants like governments 

worldwide, the Indian government can formulate a level regulatory playing field for domestic 

and global players alike. India has already demonstrated an appetite for developing platforms 

in the public interest and setting international standards for DPGs. It must extend this thought 

leadership into creating a resilient and inclusive environment for developing indigenous 

technology giants and repeat its success with India Stack to set a new global standard.

It is unyieldingly essential for India’s techno-sovereignty to produce indigenous technological 

giants in every sector, including the digital space. Depending on global companies for critical 

digital services is akin to digital colonisation and antithetical to sovereignty. Indigenous giant 

creation should not become a casualty of this exercise in setting new regulatory mechanisms. 

The Indian approach is already distinctive and inclusive. In collaboration with private sector 

experts, the administration must examine how this regulatory framework will be different from 

global, somewhat unsuccessful attempts and what the Indian State can do more to protect its 

citizens while enjoying the benefits of nurturing its technological giants. 

In the new normal post-COVID-19, citizens’ digital security and integrity, data localisation, 

creator freedom of expression, and the sovereign’s ability to enforce the rule of law to protect 

the nation’s digital economy are inviolable requirements. The Indian government must approach 

these critical issues with an agile mindset to support and not add friction to the inevitable role 

digital innovation will play in the country’s path towards becoming a US$5 trillion economy. 

India has a generational opportunity to set a new global standard for open internet society 

governance while encouraging its technology ecosystem. It is undoubtedly time for India to lead 

by example in collaborative technological evolution.
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After the initial outbreak of the COVID-19 pandemic, several governmental institutions across 

India created mobile applications and websites aimed at providing information on the availability 

of critical resources (such as hospital beds and ventilators) to the public. While caseloads were 

manageable, these platforms managed to provide information without significant error. However, 

when the pandemic began to resurge in April 2021, an increasing number of citizens began 

reporting that government data had become outdated or otherwise inaccurate1. Without access 

to real-time, verified, and aggregated information, hundreds of thousands of infected Indians 

and their families found the logistics of seeking medical care and resources heavily obstructed.

Unable to depend on official government sources, scores of grassroots networks sprang into 

action, broadcasting information as well as triaging and routing critical patients to available 

resources via social media and group-chats comprising friends, colleagues, and communities2. 

While testament to the tenacity and resourcefulness of Indian society, these ad-hoc efforts, 

executed in the midst of a crisis, were ultimately insufficient in overcoming what amounted to a 

population-level void of healthcare information. 

This void is symptomatic of the larger problem plaguing the nation’s data ecosystem—the 

availability of high-value public interest data (identified via the ten principles delineated by the 

National Data Sharing and Accountability Policy 3 and relevant to social welfare) is sporadic and 

its dissemination is not standardised, reliable or timely.

   Open Data as a Tool for Emergency Response

Across government, civil society and the private sector, technology has increasingly been adopted 

to scale and optimise the delivery of public services, resulting in the collection of tremendous 

amounts of data. This data covers a wide variety of information—including the provision of social 

protection benefits, transit and mobility, climate, ecology, geospatial imaging and maps—that 

can provide a range of useful social, economic, epidemiological, and climatic insights. Since the 

early 2010s, Indian government agencies and several civil society organisations have made efforts 

to release this data to the public by creating data repositories, termed open data platforms, that 

are accessible via the internet. Indian open data platforms—such as the central government’s 

flagship Open Government Data Platform4,  the Pune DataStore5,  the India Observatory6,  and 

the India Data Portal7—are useful in myriad sectors and contexts, including emergency response. 

The function-specific public health information platforms created as the pandemic unfolded 

underline this potential.

 

Unfortunately, the COVID-19 pandemic is not the last crisis situation that India will face. It is a 

matter of when, not if, the next hazard strikes, whether it be a climate-induced natural disaster 

or the outbreak of a new infectious disease. While these events are largely unavoidable, the 

resulting disasters are a product of human action and decision8.  Open data platforms fuelled 
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by robust data management infrastructure, systems, and procedures—and established well 

before an emergency situation arises—can empower government, civil society, and the public 

to effectively confront a crisis by taking both anticipatory and real-time action. India can draw 

valuable insights from these examples.

Example 1: Enabling targeted, local action in urban environments

The initial spread and impact of the pandemic was largely concentrated in cities. In many 

geographies, these circumstances revealed cracks in the social protection measures available to 

urban populations. However, they also demonstrated the potential of open data to be harnessed 

in such environments.

In New York City, NYC Open Data 9provides thousands of datasets produced by city agencies. 

During the pandemic, this information enabled residents to find local places to volunteer, 

choose more hygienic food delivery, and identify routes for walking that are amenable to social 

distancing, among other functions10. 

Example 2: Anticipating and responding to climate change and natural disasters

The threat of climate change, coupled with the human and economic costs of extreme weather 

events, make real-time disaster maps essential information for public authorities, civil society, 

and the public. This information can be used to inform decisions regarding public safety, such as 

regional evacuations, potentially affecting millions of people. 

In Indonesia, one of the most natural disaster-vulnerable countries in the world, developers 

created PetaBencana.id11, an open tool that scrapes information from users of social media 

platforms to produce real-time flooding maps. These maps have been used by residents, civic 

groups, and government agencies to assess the development of weather events and inform 

decision-making during emergencies.

Example 3: Monitoring the outbreaks of infectious disease

As the COVID-19 pandemic has shown, outbreaks of infectious disease can quickly spiral out of 

control. However, by creating sophisticated outbreak monitoring systems and opening up such 

data to the public, it is possible to halt the onset of an epidemic.

After the 2005 outbreak of dengue fever in Singapore, the government created what has become 

known as the ‘Dengue Website’12 —a publicly available, online mapping tool that enables users 

to identify the location of case clusters. By informing the population13, the platform empowers 

individuals and institutions to better prevent and protect against infection. 

   Considerations for the Next Era of Open Data

Evidence that the pandemic has disproportionately affected vulnerable communities, both in 

India and abroad, has mounted with time14. Marked most starkly in our collective imagination 

by the grim photos of thousands of daily wagers returning from India’s cities to their villages by 



108 Digital Debates 2021

foot, marginalised communities have borne the brunt of COVID-19 and its socioeconomic and 

epidemiological impacts. In addition to those affected by the virus, millions have lost their jobs15, 

slipped into poverty16, or have had significantly restricted access to healthcare and education.

Meanwhile, the pandemic has accelerated the development and adoption of and reliance on 

digital technologies. Great strides in connectivity and cloud computing in the past decade have 

provided the technical bedrock to build and deliver apps catering to almost any requirement in 

near instant fashion, opening up a wide range of possibilities for use in governance and public 

service delivery. The inevitability of technological adoption across all facets of society—from 

working remotely to the provision of healthcare and education—poses increased importance 

on the value of data and raises time-sensitive questions about institutionalising guiding, ethical 

principles for its use. However, stark inequalities in digital access and competence threaten to 

leave behind millions of vulnerable people17, and underline the urgent need for commensurate 

action to ensure data reflects gendered, ethnic, and community-centric considerations18. 

The accelerated adoption of digital technology in governance is poised to be a key enabler for 

open data in India. National policies for data sharing19 and data governance assessments20 are 

among the many initiatives consistent with the broader vision of using technology for societal 

outcomes, as delineated in the government’s National Open Digital Ecosystems (NODE) strategy21. 

The NODE strategy features inclusiveness and participatory design as guiding principles, with a 

mission to reach and engage citizens through all channels while embracing security and privacy 

by design. User consent frameworks, encryption, and data collection limitations are to be utilised 

for such purposes. The common theme in such digital governance efforts is the focus on opening 

up data, enabling co-creation, fostering citizen participation, and spurring innovation. 

Although the creation of human-centric open data platforms and the release of high-quality data 

will be one of the many outcomes of this strategy, realising the potential of open data will also 

require widespread adoption of a simple, open licence that maximises reuse22. While resources 

accessible on open data platforms are governed by the Government Open Data License23, a wide 

range of public data is available on Indian government websites in the form of reports, tables 

and documents, which lack uniform guidance on reuse of such data. Not all data can be made 

public without significant effort, and in many cases, restricted access programs can be a good 

starting point for collaborating with the research community. Established models of secure data 

sharing exist for this purpose24 and have proven they can deliver public benefit while protecting 

data confidentiality25.



109

Figure 1: Guiding Principles for Building National Open Digital Ecosystems

Source: National Open Digital Ecosystems26

   Roadmap for Strengthening the Indian Open Data 
Ecosystem

While the Indian government has made extensive efforts to provide the foundational policies 

and environment for open data to thrive, substantial reform is required to effectively leverage 

open data for time-sensitive functions like disaster relief. Indian policymakers, bureaucrats, and 

civil society leaders should consider pursuing the following objectives.

Maintaining adequate funding and skilled personnel

In many instances, even though relevant data platforms are operational, the institutions producing 

data suffer from chronic underfunding and insufficient human resources27. To execute complex 

tasks such as data collection, processing, engineering, curation, and publication, highly skilled 

human resources and ample bandwidth is needed. However, many governmental institutions 

and civil society organisations lack a strategic focus on data management, or struggle to obtain 

such resources with limited budgets.

Specialised personnel or teams, depending on the size of the organisation, are required for 

organisations to effectively manage and release data. These ‘data cadres’ should be supported 

with targeted government budget allocations at the national, state, and municipal levels. 

The proposal to initiate data and strategy units28 within ministries/departments to create 

interdisciplinary teams covering programme monitoring, statistics, technology and analytics is 

a promising start. It specifically calls out the need to recruit personnel for the analytics roles, 
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which is lacking in the current structure of many government agencies and needs to be acted 

upon urgently. Moreover, supplemental support can be harnessed from grants and technical 

assistance provided by multilateral institutions and civil society groups dedicated to expanding 

the potential of data for social impact, like data.org.

Ultimately, to provide substantive value in the event of a crisis, it is critical that data collection and 

management, as well as the upkeep of open data platforms, receive ample budget and attention 

well in advance.

Unifying platforms through public-private-civic cooperation

Since the outbreak of the pandemic, more than 60 apps29 have been launched by public authorities 

in India to help the public deal with COVID-19. However, many of them have overlapping 

functions.

Table 1: A selection of apps released by government authorities since March 2020

Source: The Print30.

This duplication of efforts is not only extremely inefficient but also precipitates siloed repositories 

of data. In the absence of interlinked systems that can provide comprehensive information, 

members of the public often struggle to identify which platform has the specific data they 

require. A notable exception is Co-WIN, a scalable, open platform for vaccination). It has a 

dashboard31 that provides comprehensive data about vaccination trends in the country, down to 

the vaccination centre level in each district. Valuable data, such as information about incidents of 

adverse effects, uptake in different age groups across time, and doses administered in urban and 

rural areas, are all available for public use. 

In the context of India’s federalised political architecture, its diverse demographic and 

socioeconomic composition, as well as the maturation of digital ecosystems in various sectors of 

the economy, the proliferation of function- or geography-specific open data initiatives is the need 
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of the hour. While attempts should be made to centralise efforts where appropriate, government 

authorities, technology companies and civil society groups should strive to focus their efforts 

on the creation of modular platforms that adhere to established standards of interoperability32 

and openness33 to advance access to data among the general population. This approach also 

requires ensuring the availability of past versions of published data, an audit trail of changes, as 

well as the permanence of web-based resources34. For data to be machine readable, accessible 

to humans, and usable in different systems with minimal loss of content and functionality, it is 

essential to include high-quality metadata35. The adoption of the Data Catalog Vocabulary36 

metadata standards and mandating the use of open APIs across platforms created by all levels 

of government will ensure the seamless flow of data and availability of services in all scenarios, 

including when there is a genuine need for solutions specific to certain locations or jurisdictions37. 

Such efforts will be a more effective use of finite resources as well as expand access to information 

among the public. 

Instituting inclusivity by design

Open data initiatives require an inclusive approach to ensure that the perspectives of marginalised 

and vulnerable communities are taken into consideration. Given that a great deal of public 

interest government data is collected from citizens availing social welfare schemes, data in 

fields like health, education, and employment assistance is likely to primarily reflect people from 

vulnerable socioeconomic backgrounds. 

Comprehensive plans are needed to address data privacy and protection, as well as the 

underrepresentation and barriers faced by these communities in accessing government 

information and participating meaningfully in the government’s decision-making38. These 

insights should be accounted for in design and user engagement, priority categories in data 

provisioning, checks and balances for completeness and accuracy of data. Alongside technical 

aspects like formats or privacy and protection, the language localisation of open data platforms 

is also essential to ensure a healthy participation by diverse citizens in the creation and use of 

open data, as recommended by the National Policy on Universal Electronic Accessibility39. 

While the potential of open data to provide substantial public benefit is well established, it 

is important to be mindful of the power dynamics and contextual nuances of existing social 

systems to ensure opening up data does not result in harm to vulnerable groups40. Moreover, 

given that public interest data may be skewed in coverage and provide an incomplete picture, it 

is also critical to be thoughtful in extrapolating to inform large-scale insights 41. 

Execute comprehensive personal data protection measures

Beginning in 2017, the Indian government has dedicated concerted effort towards the 

development of data protection and privacy provisions for individuals. To date, multiple iterations 

of tentative data legislation, referred to as the Personal Data Protection (PDP) bill, have moved 

through parliament, presently featuring as a primary agenda item. In the context of the rapid 

institution of comparable legislation in the European Union, California, and China, as well as the 

pronounced importance of preserving individual privacy in the COVID-19 era, it is critical that 

Indian legislators move quickly to pass and enforce a PDP law. 
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At present, the National Data Sharing and Accountability Policy instructs chief data officers to, 

at their discretion according to a set of criteria, prepare negative lists of data unfit to share given 

concerns of personal privacy, confidentiality, and national security. Given longstanding and 

mounting concerns about data privacy among the bureaucracy and civil society, it is probable 

that the absence of an extensive personal data protection framework has served as a deterrent 

for the opening up of public interest data.

Likewise, the passage of PDP will generate explicit regulatory confines and accountability 

measures that will advance the privacy and security of individual data. Given that a significant 

portion of open data released by government entities concerns the wellbeing (related to 

education, livelihood, environment, climate) of the public, it is crucial that such provisions are 

instituted in a time-sensitive way to enable the protection of marginalised populations while 

simultaneously unlocking the value of data.

   Conclusion

Implementing these measures will expand the scope and strengthen the efficacy of efforts 

to leverage open data for anticipatory and emergency response in the event of future crises. 

To this extent, India must not only upgrade data infrastructure to consistently provide real-

time, accurate information during an emergency situation, but also ensure sustained funding, 

interconnectedness of efforts, and inclusive citizen engagement. Such reforms will safeguard the 

long-term reliability of data and contribute to a societal culture of asking for, providing, reusing, 

and valuing public data.

From outbreaks of contagious disease to extreme weather, future emergencies are all but 

inevitable. Nonetheless, it is possible to strengthen Indian society’s response—avoiding disaster 

situations and saving countless lives—by creating and leveraging information systems that are 

reliable, collaborative, and open.

This piece is based on the discussions of the Open Data Working Group co-hosted by IIC and 

IDFC Institute.
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Trends in Lunar Exploration: Examining Trends in Lunar Exploration: Examining 
the Governance Challengesthe Governance Challenges
Nivedita Raju

Any discussion on lunar exploration must begin with an acknowledgement of the special status 

accorded to the Moon under international law. Indeed, the Treaty on Principles Governing the 

Activities of States in the Exploration and Use of Outer Space, Including the Moon and Other 

Celestial Bodies, (Outer Space Treaty) includes a specific section, namely paragraph 2 of Article 

IV, on lunar security. An entire agreement dedicated to activities on the Moon has also been 

adopted, with 18 ratifications and four signatories as of 2021. While few states are party to the 

latter, a distinction can nonetheless be made between space and lunar activities. This manifests 

prominently in the obligation to use the Moon for ‘exclusively’ peaceful purposes under the Outer 

Space Treaty1. Article IV additionally prohibits the “establishment of military bases, installations 

and fortifications, the testing of any type of weapons and the conduct of military manoeuvres on 

celestial bodies” 2. This is followed by express permission for “military personnel for scientific 

research or any other peaceful purposes, and any equipment or facility necessary for peaceful 

exploration” 3. This provision recognises that the Moon has a higher threshold of demilitarisation, 

unlike the rest of outer space.

In this legal backdrop, 2021 has witnessed multiple stakeholders surging ahead with lunar 

exploration plans. Two parallel international partnerships for lunar exploration have emerged—

the US-led Artemis Accords and the International Lunar Research Station (jointly led by China and 

Russia). These partnerships raise several questions about lunar governance. This essay presents 

an overview of these growing partnerships and then outlines national lunar ambitions. The paper 

examines key governance concerns for lunar exploration in light of these initiatives. The paper 

concludes by proposing solutions that would contribute towards a safe, secure, and sustainable 

future for lunar stakeholders.

   International Lunar Partnerships

Artemis Accords

In 2020, the US’s National Aeronautics and Space Administration (NASA) introduced the Artemis 

Accords, a set of guiding principles for cooperation in civil exploration and use of the Moon 

and other celestial bodies 4. As of July 2021, twelve states have signed the accords5. Since its 

adoption, the accords have received considerable scrutiny due to the introduction of new concepts 

implementing ambiguous provisions under the Outer Space Treaty. This includes Section 11 of 

the accords pertaining to “deconfliction,” which proposes creating safety zones. The accords 

find the legal basis of this section in Article IX of the Outer Space Treaty regarding the obligation 

to conduct activities “with due regard to the corresponding interests” of other states and also 

contains language on “potentially harmful interference”6. Since the wording of Article IX itself has 

been criticised for subjectivity7, there is no clarity on how to effectively implement safety zones 

without prejudice to rights of other states.
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Furthermore, although the Artemis Accords have no binding effect (being ‘principles’), it 

is imperative to acknowledge that they have the ability to eventually develop into norms of 

customary international law. It appears that countries that wish to partner with the US in future 

lunar exploration missions must first sign the accords. States’ acceptance of the interpretation of 

space law as suggested in the accords can subsequently crystallise into custom upon generating 

sufficient state practice and acceptance of these positions as law. For this reason, the accords are 

viewed by some as a diplomatic tool of the US to influence international space law8.

International Lunar Research Station

In March 2021, China and Russia announced a memorandum of understanding to collaborate 

on the International Lunar Research Station (ILRS)9. According to the statement issued by China 

National Space Administration (CNSA) and Roscosmos State Corporation for Space Activities, 

the ILRS will be designed for “multi-discipline and multi-purpose scientific research activities, 

including exploration and use of the Moon, moon-based observation, fundamental research 

experiments and technology verification, with the capability of long-term unmanned operation 

with the prospect of subsequent human presence”10. The ILRS partnership has reportedly 

approached the European Space Agency, Thailand, the United Arab Emirates and Saudi Arabia 

for participation 11.

China and Russia have also presented a roadmap on the phased development of the ILRS. The 

first stage is reconnaissance, involving the design of the ILRS, selection of sites, and technology 

verification for high-precision soft-landing12. The second phase is construction, which aims to 

begin in 2026 and includes technology verification for the command centre, lunar sample return, 

and the start of joint operations13. The final stage, utilisation, will commence in 2035, heralding 

crewed missions to the Moon14.

The timing of the ILRS announcement indicates that the initiative was created as a response 

to the US-led Artemis Accords, substantiated by reports that discussions to involve Russia 

in the accords were unsuccessful15. At the same time, the US cannot collaborate with China 

due to the ‘Wolf Amendment’, a law that prohibits NASA from partnering with China or 

Chinese agencies without explicit approval from the US Congress and the Federal Bureau 

of Investigation16. Consequently, in the absence of any dedicated coordination between the 

ILRS and the Artemis Accords, a toxic rivalry between the two initiatives is likely.

   National Lunar Ambitions

Space powers

With several ongoing initiatives, the US has emerged as a leading contender in lunar exploration. 

The Gateway, a station intended for lunar orbit, is officially described as a “multi-purpose outpost 

orbiting the Moon that provides essential support for sustainable, long-term human return 

to the lunar surface and serves as a staging point for deep space exploration”17. The Artemis 

programme will play a significant role in the Gateway: facilitating collaboration with other space 

agencies. Additionally, in 2020, NASA began soliciting invitations for the collection of lunar 

regolith and has since awarded contracts worth US$25,001 to four companies—Lunar Outpost 

(Golden, Colorado), Masten Space Systems (Mojave, California), ispace Europe (Luxembourg), 

and ispace Japan (Tokyo)18. Each firm will collect the lunar regolith and provide evidence of 
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the collection, following which an “in-place” transfer of ownership to NASA will take place19. 

“After [the] ownership transfer, the collected material becomes the sole property of NASA for 

the agency’s use under the Artemis program”20. NASA’s solicitation of lunar regolith coupled with 

the Artemis Accords ostensibly aim to normalise extraction and utilisation of space resources. 

The legal scope of this issue is currently under debate at the United Nations Committee on the 

Peaceful Uses of Outer Space (UNCOPUOS).

Meanwhile, China has adopted a phase-wise approach to lunar exploration. Phases I and II of the 

Lunar Exploration Program involved the launch of lunar orbiters Chang’e 1 and Chang’e 2, soft-

landing and deployment of rovers on the lunar surface, and sample-return. Phase III concluded 

with Chang’e 5’s triumphant return in 202021. Phase IV consists of Chang’e 6 to collect samples 

of lunar rocks from the South Pole-Aitken basin22; Chang’e 7, which will conduct examination 

of sites for resources and study for the lunar base; and Chang’e 8, which is expected to test 

key technologies that will lay the groundwork for a crewed research base on the moon23. The 

construction of the ILRS will begin at the completion of the fourth phase. This approach indicates 

that China aims to conduct crewed missions to the Moon in the long run, while the current focus 

is on the study and extraction of resources.

How will the parallel initiatives on the Moon take place when multiple states are involved? The 

nature of the lunar environment indicates that activity is likely to be concentrated in certain areas 

due to the availability of resources and distinct advantages of locations. This will pose a key 

challenge to governance.

Russia has expressed a keen interest to continue lunar exploration through its Luna programme, a 

series of robotic spacecraft missions that ended with Luna-24 in 197624. The new Luna-25 mission 

is intended to launch in May 202225 to investigate ice reserves under the lunar surface26. Further 

plans for lunar exploration include Luna-26, Luna-27 and Luna-28, involving investigation of lunar 

ice and sample-return27. A national lunar policy and strategy is reportedly under development 

and will likely be released soon28. Similar to China, its partner in the ILRS, Russia’s latest mission 

focuses on lunar sub-surface resources. Russia also intends to study the hazards of lunar dust in 

the upcoming mission29. Given the focus on lunar resources, it appears that crewed missions are 

not an immediate priority for Russia.

India will have a significant role to play in international partnerships as a more recent space power 

with a desire to engage in lunar exploration. After the close miss of Chandrayaan-2 in 2019, 

India’s Chandrayaan-3 mission is now scheduled for 202230. India’s space and lunar ambitions hint 

at the need to rethink both political strategy and domestic policy.

The Indian private sector is brimming with untapped potential, currently unfulfilled due to a lack 

of domestic legislation. For instance, the proposed SpaceCom policy is aimed at promoting 

private sector participation, yet there is no clarity on how private entities can partner with the 

Indian Space Research Organisation (ISRO), nor is there any mechanisms (such as an open 

bidding process) that will ensure a level playing field. Additionally, there is no incentive for India’s 

private sector in the form of intellectual property for space ventures as ISRO automatically claims 

ownership of such rights. In the absence of enabling regulations, the Indian private sector will not 

be sufficiently incentivised to participate.
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Rethinking political strategy is also important for India, in light of the Artemis programme and 

ILRS. Given ongoing tensions with China, it is unlikely that India will join the ILRS. While India 

and Russia continue to share close relations, particularly in space and defence, Chinese-Russian 

relations have arguably spurred India into developing space capabilities independently, reflected 

in the Indian-manufactured orbiter, lander and rover for the Chandrayaan-2 mission. At the same 

time, India and the US share concerns regarding China’s position both globally and in the broader 

Indo-Pacific region, resulting in close cooperation in the security context. This is evident from the 

Quadrilateral Security Dialogue and the bilateral defence pact for sharing satellite data. India’s 

position between the ILRS and Artemis initiatives, therefore, poses an interesting example for 

other states intent on pursuing lunar exploration.

Emerging contenders 

The capabilities of other states in the international space sector have grown significantly as 

well. France, Japan and Germany have reorganised their domestic units with a military focus on 

space31. South Korea and Australia have notable technological capacity and lunar ambitions, 

evidenced by recent attempts at cooperation on lunar exploration32.

Recommendations have been made by experts for such states to change the dynamics of the 

security stalemate by grouping together33. This proposal would be effective, and certainly applies 

to the need for enhanced security and stability in lunar activities. The challenge in the lunar 

context, however, is that the middle powers, including emerging space contenders, may face 

the ILRS-Artemis ‘divide’, as some of these countries have already signed the Artemis Accords34. 

Countries may be forced to align with either initiative on political lines, unless it is clarified how 

cross-collaboration can be implemented. Additional issues will arise for emerging contenders 

like Australia, a signatory to the Artemis Accords and a party to the Moon Agreement, which 

contains provisions on the utilisation of space resources. It is unclear how such states will navigate 

obligations in a manner consistent with both agreements35.

   Key Governance Concerns for Lunar Exploration

Political fragmentation

States’ political commitments to new binding instruments in the space sector have considerably 

weakened. At this critical juncture, the Artemis Accords and the ILRS partnerships present 

a political conundrum for all other states with lunar ambitions. Both partnerships present 

opportunities for collaboration between multiple countries, fostering a culture of cooperation 

in the global space sector. However, it is important to execute these partnerships in a non-

exclusionary and cooperative manner.

A series of questions remain unanswered: Will there be negative consequences for space 

agencies who join only one of the two lunar partnerships? What if a state does not join either 

initiative? Will such a state automatically be denied collaboration on lunar exploration with the US 

or Russia and China? The signatories to the Artemis Accords face these questions. Could there 

be a contradiction between the interpretations of Outer Space Treaty obligations in the Artemis 

Accords and the ILRS if countries were to join both initiatives, even as the legality undergoes 
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debate at multilateral forums? Hypothetically, if a safety zone is created on the lunar surface for 

mining activities under the Artemis Accords, what happens if a state participating in the ILRS in 

proximity to this zone refuses to recognise it? A fractured lunar future will only erode predictability 

and certainty in lunar activities, impacting both safety and security. The two partnerships must, 

therefore, conduct dialogue to ensure cooperation and compatibility.

Rising mistrust

The risk of fragmentation has the potential to breed further mistrust and suspicion in lunar 

activities. Regrettably, the last decade reflects the unwillingness of states to commit to new 

measures in the space-security realm. This is evidenced by the EU-led Code of Conduct, the 

Russia-China Draft Treaty on Prevention of the Placement of Weapons in Outer Space, and of 

the Threat or Use of Force Against Outer Space Objects, and the deadlock at the Conference 

of Disarmament. The UK-led UN General Assembly Resolution 75/36 has reinvigorated interest 

via a new approach at the multilateral level, using a behaviour-specific lens36. Such an initiative 

is much needed. However, in the interim, there is still an urgent need to introduce transparency 

while space activities, especially lunar activities, continue to proliferate.

The 1994 and 2013 Groups of Governmental Experts on Transparency and Confidence-building 

Measures (TCBMs) clearly express that states are hesitant to develop or implement new measures 

due to the misconception that transparency disadvantages the enacting nation by exposing 

vulnerabilities37. This reasoning is erroneous, as TCBMs are extremely beneficial to both the 

enacting state and the entire space community as a whole. Currently, with tensions rising between 

powerful lunar stakeholders, TCBMs can convey the intent behind an activity, thereby reducing 

suspicions about a rival. New measures must be developed for the short-term, while long-term 

measures undergo consideration.

Competition in concentrated areas

A challenge specific to governance in lunar exploration is that new initiatives will not be evenly 

spread out across the Moon and will be clustered in locations that offer the most benefits. For 

instance, the Peaks of Eternal Light near the lunar poles receive sunlight almost continuously, 

providing advantages for observational purposes and potential use as a stable solar power 

source38. Additionally, the topography of the Moon is such that physical resources, including 

thorium, uranium and helium-3 are available in greater amounts at specific locations39. In the 

absence of any guidance on access, benefit-sharing and coordination, these concentrated areas 

are likely to magnify competition, increase risks of misunderstanding and widen the scope for 

conflict.

The need for an international regime for resources and benefit-sharing is evident. At the sixtieth 

session in June 2021, the UNCOPUOS Legal Subcommittee established a working group to 

examine potential legal models for “activities in exploration, exploitation and utilization of space 

resources”40. At the August 2021 session, a proposal for the mandate, terms of reference and 

methods of work for the working group under a five-year plan was submitted41. The mandate 

states that the group will study existing legal frameworks, assess the benefits of a new framework, 

and develop a set of recommended principles for such activities42. On the basis of the agreed 

mandate, the working group will agree on a detailed workplan and methods of work in 202243. 
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This is a positive development from a governance perspective, although it remains to be seen 

whether states can expeditiously reach consensus on a new regime.

First-mover advantage

The term ‘first-mover’ often refers to circumstances where developed nations unfairly reap 

benefits to the detriment of others. However, there is scope for such nations to not only gain 

tangible benefits when competing in resource-rich areas, but to also play a leading role in shaping 

norms surrounding lunar activities. The legal ambiguities under the space treaties hint at the 

power of custom in international law. Custom, a source of international law, refers to the general 

practices of states accepted as law 44. The two elements of custom are comprised of uniform 

and consistent state practice, with the recognition that such practice is observed by states as 

a legal obligation45. Consequently, ‘first-mover’ states have the advantage of defining how the 

space treaties should be implemented. Such power weighs heavily in favour of countries with 

sophisticated capabilities and lunar ambitions. Other states, particularly those from the Global 

South, have little scope to participate in shaping lunar norms, especially if this occurs through 

state practice in the ILRS and Artemis partnerships. This will subsequently broaden the gap 

between the Global North and Global South at the international level. Both lunar partnerships 

must actively include developing nations and represent their perspectives to address the power 

imbalance associated with this first-mover advantage. This will prevent developing countries 

from being excluded from shaping lunar policy.

Diversified activities and stakeholders

Foreseeable activities on the Moon are wide-ranging, from resource utilisation to habitable lunar 

bases. Each of these activities reveal varying interests, which are unique to the activity in question. 

Furthermore, these interests come from different types of stakeholders. Non-state actors, such as 

companies and civil society organisations, have begun to play an active role in the space sector, 

particularly lunar activities. The hurdle in this case is creating avenues for expression and policy 

engagement from such stakeholders. This is a challenge that urgently requires attention because 

stakeholders from the private sector can be extremely valuable in creating norms for responsible 

behaviour, for example, through the implementation of best practices, industry standards and 

voicing perspectives of underrepresented groups. The potential of the private sector in this 

regard is evidenced by several initiatives, such as The Hague International Space Resources 

Governance Working Group and For All Moonkind, which are attempting to shape the discussion 

on different topics46. The creation of the Breaking Ground trust is another example of building 

policy for the equitable use of lunar resources pursuant to NASA’s regolith solicitation47. The 

UN General Assembly Resolution 75/36 had earlier invited inputs from the private sector, which 

facilitated an expression of views from non-governmental organisations, including think tanks 

and international entities like the International Committee of the Red Cross and the United 

Nations Institute for Disarmament Research. Yet, there continues to be little scope for non-state 

actors to play an active role in existing state-oriented institutional design. New platforms should 

be considered to enable private sector stakeholders to join discussions on policy solutions for 

lunar governance challenges.
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   Solutions

Clarifying the lex lata governing the Moon

A comprehensive review of the applicable normative framework for the Moon is lacking. Paragraph 

2 of Article IV of the Outer Space Treaty establishes the Moon’s special status. Certainly, the 

meaning of the expression ‘peaceful purposes’ has undergone extensive discussion and has an 

expansive interpretation today. However, there is scant literature that examines precisely how 

countries have responded to the obligation of ‘exclusively’ peaceful purposes. In the absence 

of this understanding, several questions emerge. For instance, how does ‘exclusively’ peaceful 

extend to the space activities in lunar orbits? Would ‘exclusively’ peaceful subsequently extend 

to any lunar resources extracted from the Moon, as such materials are part of the lunar surface? 

Furthermore, considering potential norm-creation in upcoming lunar activities, how can the 

conduct of non-participating countries be included? These questions require urgent clarification.

The Manual on International Law Applicable to Military Uses of Outer Space is an ongoing initiative 

that presents the lex lata for outer space, including the Moon. In addition, an inquiry dedicated 

to the normative framework of the Moon will clarify the precise extent of demilitarisation and the 

legal scope of future missions. This will more effectively support the design and implementation 

of policies for both international and national lunar exploration.

Lunar-specific TCBMs

Binding legal regimes to tackle challenges related to lunar exploration are the preferred 

outcome. However, in the current political climate, where ‘hard’ binding measures continue to 

be controversial, short-term measures to rebuild trust and facilitate communication are vital in 

the interim. These measures should be given adequate policy focus to prevent existing tensions 

from being escalated by an actor based on the limited information of another actor’s conduct. 

Developing TCBMs specifically for lunar activities can ensure the communication of intent to 

allay suspicions. These measures could manifest in multiple ways and be undertaken unilaterally, 

or on a bilateral and multilateral basis. One example would be to improve registration practices. 

Weak compliance with registration under the Registration Convention is amplified in the lunar 

context, as there is no mention of specific obligations to register interactions between objects 

on the lunar surface or in cis-lunar space48. TCBMs on the registration of lunar activities can thus 

be a useful theme in which to invest political and technical effort.

The sharing of space situational awareness (SSA) data is another critical area that requires focus. 

While some bilateral and multilateral efforts have been initiated, a dedicated effort towards the 

collection, processing and verification of SSA data between different lunar stakeholders has the 

dual benefit of lowering the risk of behaviour being misconstrued and increasing accountability 

for the stakeholders involved49.

Cooperation protocols between Artemis Accords and ILRS

States leading the international partnerships for lunar explorations must prioritise the 

development of protocols for cooperation and information sharing. Cooperation between rival 
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countries is not impossible, and has been an integral component of past space operations. 

Indeed, precedent can be derived from the cooperation mechanisms present in the International 

Space Station. While there is a great deal of pride and patriotism associated with lunar missions, 

cross-partnership cooperation between states will prove highly constructive. Past instances of 

cooperation are reflected in China’s Chang’e 4 landing, when NASA coordinated with CNSA to 

provide monitoring and observational support for the mission50.

Cooperation protocols can include fundamental “ground rules” for all parties in the partnerships, 

perhaps beginning with humanitarian protections. Current provisions in the Outer Space Treaty 

and the Rescue and Return Agreement provide certain obligations for states to assist astronauts 

from other states51. Yet, a distinction between astronauts or personnel of a spacecraft and 

spaceflight participants persists, especially on the brink of a budding space tourism industry52. 

ILRS-Artemis cooperation can commence discussion on this point, where parties agree to provide 

mutual aid in case of distress faced by participants in either initiative. Similarly, there can be 

communication protocols for the periodic exchange of information, in addition to reinforcement 

of the obligation regarding visitation rights of installations, equipment and stations under the 

Outer Space Treaty53.

   Conclusion

This paper presented trends in lunar exploration through the lens of international partnerships 

amid growing national ambitions. Evidently, the rate of innovation has far outpaced multilateral 

policymaking machinery, given the lack of regulations governing these activities. New solutions 

to advance regulation in this context must account for political realities. For this reason, lunar 

specific TCBMs are proposed as a starting point. The reinforcement of trust and confidence 

coupled with an ILRS-Artemis protocol for cooperation will ensure that the two partnerships can 

be conducted simultaneously, even in the same resource-rich and advantageous lunar areas. 

These solutions are aimed at reducing the scope for toxic rivalry to escalate, and must get 

immediate attention. These measures should additionally be accompanied by a comprehensive 

inquiry into the normative framework of the Moon, as clarifying the lex lata will guide the design 

and implementation of policies for future activities. To ensure that the Moon continues to enjoy 

its unique status, this exercise can begin with a study on state practice on the obligation of use 

for ‘exclusively’ peaceful purposes.  

Parallel to these short-term measures, efforts must continue multilaterally at the UN level.  

Developing measures under UN General Assembly Resolution 75/36 in conjunction with 

continued discussions at the UNCOPUOS will be essential. The dedicated pursuit of both short- 

and long-term measures will ensure safe, secure, and sustainable lunar exploration. 
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